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MEMORANDUM 

TO:           DISABILITY AND AGING SERVICES COMMISSION  

THROUGH: KELLY DEARMAN, EXECUTIVE DIRECTOR 

FROM: CINDY KAUFFMAN, DEPUTY DIRECTOR  

DATE: JULY 19, 2023  

SUBJECT: REVIEW AND APPROVAL OF CONTRACT WITH 
SAN FRANCISCO HEALTH PLAN (SFHP) FOR PROVISION OF 
ENHANCED CARE MANAGEMENT (ECM) TO SFHP MEMBERS 

Introduction  
 
The Department of Disability and Aging Services (DAS) requests 
approval to enter into contract with the San Francisco Health 
Plan (SFHP). The contract is to provide Enhanced Care 
Management (ECM) services to members of SFHP who are part 
of an identified population of focus and meet criteria for ECM 
services.  
 
This program is part of the California Advancing and
Innovating Medi-Cal (CalAIM) State initiative. CalAIM is a long-
term approach by the State to transform and strengthen Medi-
Cal through the provision of equitable, coordinated, and person-
centered approaches to care. CalAIM offers SFHP members 
access to services that address their physical, behavioral, 
developmental, dental, and long-term care needs. As a key part 
of CalAIM, Enhanced Care Management (ECM) is a new 
statewide Medi-Cal benefit available to select populations of 
focus that will address clinical and non-clinical needs of the 
most complex enrollees through intensive coordination of health 
and health-related services. Members can also be connected to 
community supports to meet their social needs, including 
medically supportive foods or housing supports.  
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Plan  

San Francisco Health Plan, through funding from the State’s 
California Advancing and Innovating Medi-Cal (CalAIM) program, 
will contract to provide ECM services to SFHP members who 
meet eligibility. CalAIM targets several populations of focus for 
ECM services and SFHP will contract with a number of partners. 
The ECM contract with DAS will center on two (2) specific 
populations of focus - adults at risk of institutionalization and 
adults in skilled nursing facilities transitioning to community 
living. These are individuals that DAS has been serving since 
2007 through the Community Living Fund (CLF) contract. SFHP 
will contract directly with DAS, and DAS in turn contracts with 
Institute on Aging to operate the CLF program. The CLF 
program will continue to serve its target population, in addition 
to referred SFHP members. For SFHP members, DAS will file 
claims for reimbursement for ECM services. Funds received by 
the Department for these members will be used to offset the 
City’s general fund.  

Enclosed is the contract with SFHP. As part of the general 
terms, it also includes provisions of mutual indemnification that 
have been reviewed by Risk Management with approval to move 
forward. In addition, Exhibits A and A1 include the scope of 
services and rates. As part of the scope of services there are 
definitions, provider requirements, and core service components 
of ECM services. 

Next Steps 
 
Once the contract is certified, SFHP will refer clients to DAS for 
ECM services specifically for people at risk of institutionalization 
and those in skilled nursing facilities who are able to discharge 
safely back to the community. These services will be provided to 
clients by the Community Living Fund program administered by 
DAS through contract with the Institute on Aging. 
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I. Recitals 
 

A. This Contract (Agreement) has been determined to constitute a business 
associate relationship under the Health Insurance Portability and Accountability 
Act of 1996, Public Law 104-191 (“HIPAA”), the Health Information Technology 
for Economic and Clinical Health Act, Public Law 111-005 ('the HITECH Act"), 42 
U.S.C. section 17921 et seq., and their implementing privacy and security 
regulations at 45 CFR Parts 160 and 164 (“the HIPAA regulations”). 

 
B. The Department of Health Care Services (“DHCS”) wishes to disclose to 

Business Associate certain information pursuant to the terms of this Agreement, 
some of which may constitute Protected Health Information (“PHI”), including 
protected health information in electronic media (“ePHI”), under federal law, and 
personal information ("PI") under state law. 

 
C.  As set forth in this Agreement, Contractor, here and after, is the Business 

Associate of DHCS acting on DHCS' behalf and provides services, arranges, 
performs or assists in the performance of functions or activities on behalf of 
DHCS and creates, receives, maintains, transmits, uses or discloses PHI and PI. 
DHCS and Business Associate are each a party to this Agreement and are 
collectively referred to as the "parties.” 

 
D. The purpose of this Addendum is to protect the privacy and security of the PHI 

and PI that may be created, received, maintained, transmitted, used or disclosed 
pursuant to this Agreement, and to comply with certain standards and 
requirements of HIPAA, the HITECH Act and the HIPAA regulations, including, 
but not limited to, the requirement that DHCS must enter into a contract 
containing specific requirements with Contractor prior to the disclosure of PHI to 
Contractor, as set forth in 45 CFR Parts 160 and 164 and the HITECH Act. 

 
E. The terms used in this Addendum, but not otherwise defined, shall have the 

same meanings as those terms have in the HIPAA regulations.  Any reference to 
statutory or regulatory language shall be to such language as in effect or as 
amended. 

 
II. Definitions 

 
A. Breach shall have the meaning given to such term under HIPAA, the HITECH 

Act, and the HIPAA regulations. 
 

B. Business Associate shall have the meaning given to such term under HIPAA, the 
HITECH Act, and the HIPAA regulations.
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C. Covered Entity shall have the meaning given to such term under HIPAA, the 
HITECH Act, and the HIPAA regulations. 

 
D. Electronic Health Record shall have the meaning given to such term in the 

HITECH Act, including, but not limited to, 42 U.S.C Section 17921 and 
implementing regulations. 

 
E. Electronic Protected Health Information (ePHI) means individually identifiable 

health information transmitted by electronic media or maintained in electronic 
media, including but not limited to electronic media as set forth under 45 CFR 
section 160.103. 

 
F. Individually Identifiable Health Information means health information, including 

demographic information collected from an individual, that is created or received 
by a health care providerProvider, health plan, employer or health care 
clearinghouse, and relates to the past, present or future physical or mental health 
or condition of an individual, the provision of health care to an individual, or the 
past, present, or future payment for the provision of health care to an individual, 
that identifies the individual or where there is a reasonable basis to believe the 
information can be used to identify the individual, as set forth under 45 CFR 
section 160.103. 

 
G. Privacy Rule shall mean the HIPAA Regulation that is found at 45 CRF Parts 160 

and 164. 
 

H. Personal Information shall have the meaning given to such term in California Civil 
Code section 1798.29. 

 
I. Protected Health Information means individually identifiable health information 

that is transmitted by electronic media, maintained in electronic media, or is 
transmitted or maintained in any other form or medium, as set forth under 45 
CFR section 160.103. 

 
J. Required by law, as set forth under 45 CFR section 164.103, means a mandate 

contained in law that compels an entity to make a use or disclosure of PHI that is 
enforceable in a court of law.  This includes, but is not limited to, court orders and 
court-ordered warrants, subpoenas or summons issued by a court, grand jury, a 
governmental or tribal inspector general, or an administrative body authorized to 
require the production of information, and a civil or an authorized investigative 
demand.  It also includes Medicare conditions of participation with respect to 
health care providerProvider participating in the program, and statutes or 
regulations that require the production of information, including statutes or 
regulations that require such information if payment is sought under a 
government program providing public benefits. 
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K. Secretary means the Secretary of the U.S. Department of Health and Human 
Services ("HHS") or the Secretary's designee. 

 
L. Security Incident means the attempted or successful unauthorized access, use, 

disclosure, modification, or destruction of PHI or PI, or confidential data that is 
essential to the ongoing operation of the Business Associate’s organization and 
intended for internal use; or interference with system operations in an information 
system. 

 
M. Security Rule shall mean the HIPAA regulation that is found at 45 CFR Parts 160 

and 164. 
 

N. Unsecured PHI shall have the meaning given to such term under the HITECH 
Act, 42 U.S.C. section 17932(h), any guidance issued pursuant to such Act and 
the HIPAA regulations. 

 
III. Terms of Agreement 

 
A. Permitted Uses and Disclosures of PHI by Business Associate 

 
Permitted Uses and Disclosures.  Except as otherwise indicated in this 
Addendum, Business Associate may use or disclose PHI only to perform 
functions, activities or services specified in this Agreement, for, or on behalf of 
DHCS, provided that such use or disclosure would not violate the HIPAA 
regulations, if done by DHCS. Any such use or disclosure must, to the extent 
practicable, be limited to the limited data set, as defined in 45 CFR section 
164.514(e)(2), or, if needed, to the minimum necessary to accomplish the 
intended purpose of such use or disclosure, in compliance with the HITECH Act 
and any guidance issued pursuant to such Act, and the HIPAA regulations. 
 
1. Specific Use and Disclosure Provisions.  Except as otherwise indicated in 

this Addendum, Business Associate may: 
 

a. Use and disclose for management and administration.  Use and 
disclose  PHI for the proper management and administration of the 
Business Associate provided that such disclosures are required by law, or 
the Business Associate obtains reasonable assurances from the person to 
whom the information is disclosed that it will remain confidential and will 
be used or further disclosed only as required by law or for the purpose for 
which it was disclosed to the person, and the person notifies the Business 
Associate of any instances of which it is aware that the confidentiality of 
the information has been breached. 



 
San Francisco Health Authority 
dba: San Francisco Health Plan 

04-35400 A24 
Exhibit G 

HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA) 
 

 Page 4 of 14 

b. Provision of Data Aggregation Services.  Use PHI to provide data 
aggregation services to DHCS.  Data aggregation means the combining of 
PHI created or received by the Business Associate on behalf of DHCS 
with PHI received by the Business Associate in its capacity as the 
Business Associate of another covered entity, to permit data analyses that 
relate to the health care operations of DHCS. 

 
B. Prohibited Uses and Disclosures 

 
1. Business Associate shall not disclose PHI about an individual to a health plan 

for payment or health care operations purposes if the PHI pertains solely to a 
health care item or service for which the health care providerProvider involved 
has been paid out of pocket in full and the individual requests such restriction, 
in accordance with 42 U.S.C. section 17935(a) and 45 CFR section 
164.522(a).  

 
2. Business Associate shall not directly or indirectly receive remuneration in 

exchange for PHI, except with the prior written consent of DHCS and as 
permitted by 42 U.S.C. section 17935(d)(2).  

 
C. Responsibilities of Business Associate 

 
Business Associate agrees: 

 
1. Nondisclosure.  Not to use or disclose Protected Health Information (PHI) 

other than as permitted or required by this Agreement or as required by law. 
 

2. Safeguards.  To implement administrative, physical, and technical safeguards 
that reasonably and appropriately protect the confidentiality, integrity, and 
availability of the PHI, including electronic PHI, that it creates, receives, 
maintains, uses or transmits on behalf of DHCS, in compliance with 45 CFR 
sections 164.308, 164.310 and 164.312, and to prevent use or disclosure of 
PHI other than as provided for by this Agreement. Business Associate shall 
implement reasonable and appropriate policies and procedures to comply 
with the standards, implementation specifications and other requirements of 
45 CFR section 164, subpart C, in compliance with 45 CFR section 164.316. 
Business Associate shall develop and maintain a written information privacy 
and security program that includes administrative, technical and physical 
safeguards appropriate to the size and complexity of the Business 
Associate’s operations and the nature and scope of its activities, and which 
incorporates the requirements of section 3, Security, below.  Business 
Associate will provide DHCS with its current and updated policies.
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3. Security. To take any and all steps necessary to ensure the continuous 
security of all computerized data systems containing PHI and/or PI, and to 
protect paper documents containing PHI and/or PI. These steps shall include, 
at a minimum: 

 
a. Complying with all of the data system security precautions listed in 

Attachment A, the Business Associate Data Security Requirements; 
 

b. Achieving and maintaining compliance with the HIPAA Security Rule (45 
CFR Parts 160 and 164), as necessary in conducting operations on behalf 
of DHCS under this Agreement; 

 
c. Providing a level and scope of security that is at least comparable to the 

level and scope of security established by the Office of Management and 
Budget in OMB Circular No. A-130, Appendix III - Security of Federal 
Automated Information Systems, which sets forth guidelines for automated 
information systems in Federal agencies; and  

 
d. In case of a conflict between any of the security standards contained in 

any of these enumerated sources of security standards, the most stringent 
shall apply.  The most stringent means that safeguard which provides the 
highest level of protection to PHI from unauthorized disclosure.  Further, 
Business Associate must comply with changes to these standards that 
occur after the effective date of this Agreement. 

 
Business Associate shall designate a Security Officer to oversee its data 
security program who shall be responsible for carrying out the requirements 
of this section and for communicating on security matters with DHCS. 

 
D. Mitigation of Harmful Effects.  To mitigate, to the extent practicable, any 

harmful effect that is known to Business Associate of a use or disclosure of PHI 
by Business Associate or its subcontractorsSubcontractors in violation of the 
requirements of this Addendum. 

 
E. Business Associate’s Agents and Subcontractors. 

 
1. To enter into written agreements with any agents, including 

subcontractorsSubcontractors and vendors, to whom Business Associate 
provides PHI or PI received from or created or received by Business 
Associate on behalf of DHCS, that impose the same restrictions and 
conditions on such agents, subcontractorsSubcontractors and vendors that 
apply to Business Associate with respect to such PHI and PI under this 
Addendum, and that comply with all applicable provisions of HIPAA, the 
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 HITECH Act and the HIPAA regulations, including the requirement that any 
agents, subcontractorsSubcontractors  or vendors implement reasonable 
and appropriate administrative, physical, and technical safeguards to protect 
such PHI and PI.  Business Associate shall incorporate, when applicable, the 
relevant provisions of this Addendum into each subcontract or subaward to 
such agents, subcontractorsSubcontractors and vendors, including the 
requirement that any security incidents or breaches of unsecured PHI or PI be 
reported to Business Associate. 

 
2. In accordance with 45 CFR section 164.504(e)(1)(ii), upon Business 

Associate’s knowledge of a material breach or violation by its 
subcontractorsSubcontractors of the agreement between Business 
Associate and the subcontractor, Business Associate shall: 

 
a. Provide an opportunity for the subcontractorSubcontractor to cure the 

breach or end the violation and terminate the agreement if the 
subcontractorSubcontractor does not cure the breach or end the violation 
within the time specified by DHCS; or 

b. Immediately terminate the agreement if the subcontractorSubcontractor has 
breached a material term of the agreement and cure is not possible.  

F. Availability of Information to DHCS and Individuals. To provide access and 
information: 

 
1. To provide access as DHCS may require, and in the time and manner 

designated by DHCS (upon reasonable notice and during Business 
Associate’s normal business hours) to PHI in a Designated Record Set, to 
DHCS (or, as directed by DHCS), to an Individual, in accordance with 45 CFR 
section 164.524.  Designated Record Set means the group of records 
maintained for DHCS that includes medical, dental and billing records about 
individuals; enrollment, payment, claims adjudication, and case or medical 
management systems maintained for DHCS health plans; or those records 
used to make decisions about individuals on behalf of DHCS.  Business 
Associate shall use the forms and processes developed by DHCS for this 
purpose and shall respond to requests for access to records transmitted by 
DHCS within fifteen (15) calendar days of receipt of the request by producing 
the records or verifying that there are none.   

 
2. If Business Associate maintains an Electronic Health Record with PHI, and an 

individual requests a copy of such information in an electronic format, 
Business Associate shall provide such information in an electronic format to 
enable DHCS to fulfill its obligations under the HITECH Act, including but not 
limited to, 42 U.S.C. section 17935(e).  



San Francisco Health Authority 
dba: San Francisco Health Plan 

04-35400 A24 
Exhibit G 

HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA) 
 

 Page 7 of 14 

3. If Business Associate receives data from DHCS that was provided to DHCS 
by the Social Security Administration, upon request by DHCS, Business 
Associate shall provide DHCS with a list of all employees, contractors and      
agents who have access to the Social Security data, including employees, 
contractors and agents of its subcontractorsSubcontractors and agents.  

 
G. Amendment of PHI.  To make any amendment(s) to PHI that DHCS directs or 

agrees to pursuant to 45 CFR section 164.526, in the time and manner 
designated by DHCS. 

 
H. Internal Practices. To make Business Associate’s internal practices, books and 

records and documents relating to the use and disclosure of PHI received from 
DHCS, or created or received by Business Associate on behalf of DHCS, 
available to DHCS or to the Secretary of the U.S. Department of Health and 
Human Services in a time and manner designated by DHCS or by the Secretary, 
for purposes of determining DHCS’ compliance with the HIPAA regulations.  If 
any information needed for this purpose is in the exclusive possession of any 
other entity or person and the other entity or person fails or refuses to furnish the 
information to Business Associate, Business Associate shall so certify to DHCS 
and shall set forth the efforts it made to obtain the information. 

 
I. Documentation of Disclosures.  To document and make available to DHCS or 

(at the direction of DHCS) to an Individual such disclosures of PHI, and 
information related to such disclosures, necessary to respond to a proper request 
by the subject Individual for an accounting of disclosures of PHI, in accordance 
with the HITECH Act and its implementing regulations, including but not limited to 
45 CFR section 164.528 and 42 U.S.C. section 17935(c).   If Business Associate 
maintains electronic health records for DHCS as of January 1, 2009, Business 
Associate must provide an accounting of disclosures, including those disclosures 
for treatment, payment or health care operations, effective with disclosures on or 
after January 1, 2014.  If Business Associate acquires electronic health records 
for DHCS after January 1, 2009, Business Associate must provide an accounting 
of disclosures, including those disclosures for treatment, payment or health care 
operations, effective with disclosures on or after the date the electronic health 
record is acquired, or on or after January 1, 2011, whichever date is later.  The 
electronic accounting of disclosures shall be for disclosures during the three 
years prior to the request for an accounting. 

 
J. Breaches and Security Incidents.  During the term of this Agreement, Business 

Associate agrees to implement reasonable systems for the discovery and prompt 
reporting of any breach or security incident, and to take the following steps: 

 
1. Notice to DHCS.  (1) To notify DHCS immediately by telephone call plus 

email or fax upon the discovery of a breach of unsecured PHI or PI in 



San Francisco Health Authority 
dba: San Francisco Health Plan 

04-35400 A24 
Exhibit G 

HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA) 
 

 Page 8 of 14 

 electronic media or in any other media if the PHI or PI was, or is reasonably 
believed to have been, accessed or acquired by an unauthorized person, or 
upon the discovery of a suspected security incident that involves data 
provided to DHCS by the Social Security Administration.  (2) To notify DHCS     
within 24 hours by email or fax of the discovery of any suspected security 
incident, intrusion or unauthorized access, use or disclosure of PHI or PI in 

 violation of this Agreement and this Addendum, or potential loss of 
confidential data affecting this Agreement.  A breach shall be treated as 
discovered by Business Associate as of the first day on which the breach is 
known, or by exercising reasonable diligence would have been known, to any 
person (other than the person committing the breach) who is an employee, 
officer or other agent of Business Associate. 

 
Notice shall be provided to the DHCS Program Contract Manager, the DHCS 
Privacy Officer and the DHCS Information Security Officer.  If the incident 
occurs after business hours or on a weekend or holiday and involves 
electronic PHI, notice shall be provided by calling the DHCS ITSD Service 
Desk.  Notice shall be made using the “DHCS Privacy Incident Report” form, 
including all information known at the time.  Business Associate shall use the 
most current version of this form, which is posted on the DHCS Privacy Office 
website (www.dhcs.ca.gov, then select “Privacy” in the left column and then 
“Business Use” near the middle of the page) or use this link:  
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DHCSBusinessAssociatesOn
ly.aspx   
 
Upon discovery of a breach or suspected security incident, intrusion or 
unauthorized access, use or disclosure of PHI or PI, Business Associate shall 
take: 

 
a. Prompt corrective action to mitigate any risks or damages involved with 

the breach and to protect the operating environment; and 
b. Any action pertaining to such unauthorized disclosure required by 

applicable Federal and State laws and regulations. 
 

2. Investigation and Investigation Report. To immediately investigate such 
security incident, breach, or unauthorized access, use or disclosure of PHI or 
PI.  Within 72 hours of the discovery, Business Associate shall submit an 
updated “DHCS Privacy Incident Report” containing the information marked 
with an asterisk and all other applicable information listed on the form, to the 
extent known at that time, to the DHCS Program Contract Manager, the 
DHCS Privacy Officer, and the DHCS Information Security Officer: 

 
3. Complete Report.  To provide a complete report of the investigation to the 

DHCS Program Contract Manager, the DHCS Privacy Officer, and the DHCS 

http://www.dhcs.ca.gov/
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DHCSBusinessAssociatesOnly.aspx
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DHCSBusinessAssociatesOnly.aspx
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 Information Security Officer within ten (10) working days of the discovery of 

the breach or unauthorized use or disclosure.  The report shall be submitted 
on the “DHCS Privacy Incident Report” form and shall include an assessment 
of all known factors relevant to a determination of whether a breach occurred      

  under applicable provisions of HIPAA, the HITECH Act, the HIPAA 
regulations and/or state law.  The report shall also include a full, detailed 
corrective action plan, including information on measures that were taken to 
halt and/or contain the improper use or disclosure.  If DHCS requests 
information in addition to that listed on the ”DHCS Privacy Incident Report” 
form, Business Associate shall make reasonable efforts to provide DHCS with 
such information.  If necessary, a Supplemental Report may be used to 
submit revised or additional information after the completed report is 
submitted, by submitting the revised or additional information on an updated 
“DHCS Privacy Incident Report” form.  DHCS will review and approve the 
determination of whether a breach occurred and individual notifications are 
required, and the corrective action plan. 

 
4. Notification of Individuals.  If the cause of a breach of PHI or PI is 

attributable to Business Associate or its subcontractorsSubcontractors, 
agents or vendors, Business Associate shall notify individuals of the breach or 
unauthorized use or disclosure when notification is required under state or 
federal law and shall pay any costs of such notifications, as well as any costs 
associated with the breach.  The notifications shall comply with the 
requirements set forth in 42 U.S.C. section 17932 and its implementing 
regulations, including, but not limited to, the requirement that the notifications 
be made without unreasonable delay and in no event later than 60 calendar 
days.  The DHCS Program Contract Manager, the DHCS Privacy Officer, and 
the DHCS Information Security Officer shall approve the time, manner and 
content of any such notifications and their review and approval must be 
obtained before the notifications are made.  

 
5. Responsibility for Reporting of Breaches.  If the cause of a breach of PHI 

or PI is attributable to Business Associate or its agents, 
subcontractorsSubcontractors or vendors, Business Associate is 
responsible for all required reporting of the breach as specified in 42 U.S.C. 
section 17932 and its implementing regulations, including notification to 
media outlets and to the Secretary.  If a breach of unsecured PHI involves 
more than 500 residents of the State of California or its jurisdiction, Business 
Associate shall notify the Secretary of the breach immediately upon discovery 
of the breach.  If Business Associate has reason to believe that duplicate 
reporting of the same breach or incident may occur because its 
subcontractorsSubcontractors, agents or vendors may report the breach or 
incident to DHCS in addition to Business Associate, Business Associate shall 
notify DHCS, and DHCS and Business Associate may take appropriate action 
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 to prevent duplicate reporting.  The breach reporting requirements of this 

paragraph are in addition to the reporting requirements set forth in subsection 
1, above. 

 
6. DHCS Contact Information.  To direct communications to the above 

referenced DHCS staff, the Contractor shall initiate contact as indicated 
herein.  DHCS reserves the right to make changes to the contact information 
below by giving written notice to the Contractor.  Said changes shall not 
require an amendment to this Addendum or the Agreement to which it is 
incorporated. 
 

DHCS Program 
Contract 
Manager 

DHCS Privacy Officer DHCS Information Security 
Officer 

See the Scope of 
Work exhibit for 
Program Contract 
Manager 
information  

Privacy Officer 
c/o: Office of HIPAA 
Compliance 
Department of Health Care 
Services 
P.O. Box 997413, MS 4722 
Sacramento, CA 95899-7413 
 
Toll Free: (866) 866-0602 
Telephone: (916) 445-4646 
Email: 
privacyofficer@dhcs.ca.gov 
Telephone:  (916) 445-4646 
Fax: (916) 440-7680 

Information Security Officer 
DHCS Information Security 
Office 
P.O. Box 997413, MS 6400 
Sacramento, CA 95899-7413 
 
Email:  iso@dhcs.ca.gov 
Fax:     (916) 440-5537 
 
Telephone: ITSD Service Desk 
 (916) 440-7000 or 
 (800) 579-0874 

 
K. Termination of Agreement.  In accordance with Section 13404(b) of the 

HITECH Act and to the extent required by the HIPAA regulations, if Business 
Associate knows of a material breach or violation by DHCS of this Addendum, it 
shall take the following steps: 

 
1. Provide an opportunity for DHCS to cure the breach or end the violation and 

terminate the Agreement if DHCS does not cure the breach or end the 
violation within the time specified by Business Associate; or 

2. Immediately terminate the Agreement if DHCS has breached a material term 
of the Addendum and cure is not possible. 

L. Due Diligence.  Business Associate shall exercise due diligence and shall take 
reasonable steps to ensure that it remains in compliance with this Addendum and 
is in compliance with applicable provisions of HIPAA, the HITECH Act and the 

mailto:privacyofficer@dhcs.ca.gov
mailto:iso@dhcs.ca.gov
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 HIPAA regulations, and that its agents, subcontractorsSubcontractors and 

vendors are in compliance with their obligations as required by this Addendum. 
 

M.  Sanctions and/or Penalties.  Business Associate understands that a failure to 
comply with the provisions of HIPAA, the HITECH Act and the HIPAA regulations 
that are applicable to Business Associate may result in the imposition of      
sanctions and/or penalties on Business Associate under HIPAA, the HITECH Act 
and the HIPAA regulations. 

 
IV. Obligations of DHCS 

 
DHCS agrees to: 

 
A. Notice of Privacy Practices.  Provide Business Associate with the Notice of 

Privacy Practices that DHCS produces in accordance with 45 CFR section 
164.520, as well as any changes to such notice.  Visit the DHCS Privacy Office 
to view the most current Notice of Privacy Practices at: 
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/default.aspx or the DHCS 
website at www.dhcs.ca.gov (select “Privacy in the left column and “Notice of 
Privacy Practices” on the right side of the page). 

 
B. Permission by Individuals for Use and Disclosure of PHI.  Provide the 

Business Associate with any changes in, or revocation of, permission by an 
Individual to use or disclose PHI, if such changes affect the Business Associate’s 
permitted or required uses and disclosures. 

 
C. Notification of Restrictions.  Notify the Business Associate of any restriction to 

the use or disclosure of PHI that DHCS has agreed to in accordance with 45 
CFR section 164.522, to the extent that such restriction may affect the Business 
Associate’s use or disclosure of PHI. 

 
D. Requests Conflicting with HIPAA Rules.  Not request the Business Associate 

to use or disclose PHI in any manner that would not be permissible under the 
HIPAA regulations if done by DHCS.  

 
 
V. Audits, Inspection and Enforcement 

 
A. From time to time, DHCS may inspect the facilities, systems, books and records 

of Business Associate to monitor compliance with this Agreement and this 
Addendum.  Business Associate shall promptly remedy any violation of any 
provision of this Addendum and shall certify the same to the DHCS Privacy 
Officer in writing.  The fact that DHCS inspects, or fails to inspect, or has the right 
to inspect, Business Associate’s facilities, systems and procedures does not 

http://www.dhcs.ca.gov/
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relieve Business Associate of its responsibility to comply with this Addendum, nor 
does DHCS’: 
1. Failure to detect or 
 
2. Detection, but failure to notify Business Associate or require Business 

Associate’s remediation of any unsatisfactory practices constitute acceptance 
of such practice or a waiver of DHCS’ enforcement rights under this 
Agreement and this Addendum. 

 
B. If Business Associate is the subject of an audit, compliance review, or complaint 

investigation by the Secretary or the Office of Civil Rights, U.S. Department of 
Health and Human Services, that is related to the performance of its obligations 
pursuant to this HIPAA Business Associate Addendum, Business Associate shall 
notify DHCS and provide DHCS with a copy of any PHI or PI that Business 
Associate provides to the Secretary or the Office of Civil Rights concurrently with 
providing such PHI or PI to the Secretary.  Business Associate is responsible for 
any civil penalties assessed due to an audit or investigation of Business 
Associate, in accordance with 42 U.S.C. section 17934(c). 

 
VI. Termination 

 
A. Term.  The Term of this Addendum shall commence as of the effective date of 

this Addendum and shall extend beyond the termination of the contract and shall 
terminate when all the PHI provided by DHCS to Business Associate, or created 
or received by Business Associate on behalf of DHCS, is destroyed or returned 
to DHCS, in accordance with 45 CFR 164.504(e)(2)(ii)(I). 

 
B. Termination for Cause.  In accordance with 45 CFR section 164.504(e)(1)(ii), 

upon DHCS’ knowledge of a material breach or violation of this Addendum by 
Business Associate, DHCS shall: 

 
1. Provide an opportunity for Business Associate to cure the breach or end the 

violation and terminate this Agreement if Business Associate does not cure 
the breach or end the violation within the time specified by DHCS; or 

2. Immediately terminate this Agreement if Business Associate has breached a 
material term of this Addendum and cure is not possible. 

C. Judicial or Administrative Proceedings.  Business Associate will notify DHCS 
if it is named as a defendant in a criminal proceeding for a violation of HIPAA.  
DHCS may terminate this Agreement if Business Associate is found guilty of a 
criminal violation of HIPAA.  DHCS may terminate this Agreement if a finding or 
stipulation that the Business Associate has violated any standard or requirement 
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 of HIPAA, or other security or privacy laws is made in any administrative or civil 

proceeding in which the Business Associate is a party or has been joined. 
 

D. Effect of Termination.  Upon termination or expiration of this Agreement for any 
reason, Business Associate shall return or destroy all PHI received from DHCS 

     (or created or received by Business Associate on behalf of DHCS) that Business 
Associate still maintains in any form, and shall retain no copies of such PHI.  If 
return or destruction is not feasible, Business Associate shall notify DHCS of the 
conditions that make the return or destruction infeasible, and DHCS and 
Business Associate shall determine the terms and conditions under which 
Business Associate may retain the PHI.  Business Associate shall continue to 
extend the protections of this Addendum to such PHI, and shall limit further use 

 of such PHI to those purposes that make the return or destruction of such PHI 
infeasible.  This provision shall apply to PHI that is in the possession of 
subcontractorsSubcontractors or agents of Business Associate. 

 
VII. Miscellaneous Provisions 

 
A. Disclaimer.  DHCS makes no warranty or representation that compliance by 

Business Associate with this Addendum, HIPAA or the HIPAA regulations will be 
adequate or satisfactory for Business Associate’s own purposes or that any 
information in Business Associate’s possession or control, or transmitted or 
received by Business Associate, is or will be secure from unauthorized use or 
disclosure.  Business Associate is solely responsible for all decisions made by 
Business Associate regarding the safeguarding of PHI. 

 
B. Amendment.  The parties acknowledge that federal and state laws relating to 

electronic data security and privacy are rapidly evolving and that amendment of 
this Addendum may be required to provide for procedures to ensure compliance 
with such developments.  The parties specifically agree to take such action as is 
necessary to implement the standards and requirements of HIPAA, the HITECH 
Act, the HIPAA regulations and other applicable laws relating to the security or 
privacy of PHI.  Upon DHCS’ request, Business Associate agrees to promptly 
enter into negotiations with DHCS concerning an amendment to this Addendum 
embodying written assurances consistent with the standards and requirements of 
HIPAA, the HITECH Act, the HIPAA regulations or other applicable laws.  DHCS 
may terminate this Agreement upon thirty (30) days written notice in the event: 

 
1. Business Associate does not promptly enter into negotiations to amend this 

Addendum when requested by DHCS pursuant to this Section; or  
 
2.  Business Associate does not enter into an amendment providing assurances 

regarding the safeguarding of PHI that DHCS in its sole discretion, deems 
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sufficient to satisfy the standards and requirements of HIPAA and 
the HIPAA regulations. 

 
C. Assistance in Litigation or Administrative Proceedings.  Business 

Associate shall make itself and any subcontractors, employees or 
agents assisting Business Associate in the performance of its 
obligations under this Agreement, available to DHCS at no cost to 
DHCS to testify as witnesses, or otherwise, in the event of litigation or 
administrative proceedings being commenced against DHCS, its 
directors, officers or employees based upon claimed violation of 
HIPAA, the HIPAA regulations or other laws relating to security and 
privacy, which involves inactions or actions by the Business Associate, 
except where Business Associate or its 
subcontractorsSubcontractors, employee or agent is a named 
adverse party. 

 
D. No Third-Party Beneficiaries.  Nothing express or implied in the terms and 

conditions of this Addendum is intended to confer, nor shall anything herein 
confer, upon any person other than DHCS or Business Associate and their 
respective successors or assignees, any rights, remedies, obligations or 
liabilities whatsoever. 
 

E. Interpretation.  The terms and conditions in this Addendum shall be 
interpreted as broadly as necessary to implement and comply with HIPAA, 
the HITECH Act, the HIPAA regulations and applicable state laws.  The 
parties agree that any ambiguity in the terms and conditions of this 
Addendum shall be resolved in favor of a meaning that complies and is 
consistent with HIPAA, the HITECH Act and the HIPAA regulations. 
 

F. Regulatory References.  A reference in the terms and conditions of this 
Addendum to a section in the HIPAA regulations means the section as in 
effect or as amended. 
 

G. Survival.  The respective rights and obligations of Business Associate under 
Section VI.D of this Addendum shall survive the termination or expiration of 
this Agreement. 
 

H. No Waiver of Obligations.  No change, waiver or discharge of any liability or 
obligation hereunder on any one or more occasions shall be deemed a waiver 
of performance of any continuing or other obligation, or shall prohibit 
enforcement of any obligation, on any other occasion. 
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I. Personnel Controls 
 
A. Employee Training.  All workforce members who assist in the performance of 

functions or activities on behalf of DHCS, or access or disclose DHCS PHI or PI 
must complete information privacy and security training, at least annually, at 
Business Associate’s expense. Each workforce member who receives 
information privacy and security training must sign a certification, indicating the 
member’s name and the date on which the training was completed.  These 
certifications must be retained for a period of six (6) years following contract 
termination. 

 
B.  Employee Discipline.  Appropriate sanctions must be applied against workforce 

members who fail to comply with privacy policies and procedures or any 
provisions of these requirements, including termination of employment where 
appropriate. 

 
C. Confidentiality Statement.  All persons that will be working with DHCS PHI or 

PI must sign a confidentiality statement that includes, at a minimum, General 
Use, Security and Privacy Safeguards, Unacceptable Use, and Enforcement 
Policies.  The statement must be signed by the workforce member prior to 
access to DHCS PHI or PI.  The statement must be renewed annually.  The 
Contractor shall retain each person’s written confidentiality statement for DHCS 
inspection for a period of six (6) years following contract termination. 

 
D. Background Check.  Before a member of the workforce may access DHCS PHI 

or PI, a thorough background check of that worker must be conducted, with 
evaluation of the results to assure that there is no indication that the worker may 
present a risk to the security or integrity of confidential data or a risk for theft or 
misuse of confidential data.  The Contractor shall retain each workforce 
member’s background check documentation for a period of three (3) years 
following contract termination. 
 

II. Technical Security Controls 
 
A. Workstation/Laptop encryption.  All workstations and laptops that process 

and/or store DHCS PHI or PI must be encrypted using a FIPS 140-2 certified 
algorithm which is 128bit or higher, such as Advanced Encryption Standard 
(AES).   The encryption solution must be full disk unless approved by the DHCS 
Information Security Office. 

 
B. Server Security. Servers containing unencrypted DHCS PHI or PI must 

have sufficient administrative, physical, and technical controls in place to 
protect that data, based upon a risk assessment/system security review. 
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C. Minimum Necessary. Only the minimum necessary amount of DHCS PHI or 
PI required to perform necessary business functions may be copied, 
downloaded, or exported. 
 

D. Removable media devices.  All electronic files that contain DHCS PHI or PI 
data must be encrypted when stored on any removable media or portable 
device (i.e. USB thumb drives, floppies, CD/DVD, Blackberry, backup tapes 
etc.).  Encryption must be a FIPS 140-2 certified algorithm which is 128bit or 
higher, such as AES. 

 
E. Antivirus software.  All workstations, laptops and other systems that process 

and/or store DHCS PHI or PI must install and actively use comprehensive 
anti-virus software solution with automatic updates scheduled at least daily. 

 
F. Patch Management.  All workstations, laptops and other systems that 

process and/or store DHCS PHI or PI must have critical security patches 
applied, with system reboot if necessary.  There must be a documented patch 
management process which determines installation timeframe based on risk 
assessment and vendor recommendations.  At a maximum, all applicable 
patches must be installed within 30 days of vendor release. 

 
G. User IDs and Password Controls.  All users must be issued a unique user 

name for accessing DHCS PHI or PI.  Username must be promptly disabled, 
deleted, or the password changed upon the transfer or termination of an 
employee with knowledge of the password, at maximum within 24 hours. 
Passwords are not to be shared.  Passwords must be at least eight 
characters and must be a non-dictionary word.  Passwords must not be 
stored in readable format on the computer.  Passwords must be changed 
every 90 days, preferably every 60 days.  Passwords must be changed if 
revealed or compromised.  Passwords must be composed of characters from 
at least three of the following four groups from the standard keyboard: 
 
• Upper case letters (A-Z) 
• Lower case letters (a-z) 
• Arabic numerals (0-9) 
• Non-alphanumeric characters (punctuation symbols) 

 
H. Data Destruction.  When no longer needed, all DHCS PHI or PI must be 

wiped using the Gutmann or US Department of Defense (DOD) 5220.22-M (7 
Pass) standard, or by degaussing. Media may also be physically destroyed in 
accordance with NIST Special Publication 800-88. Other methods require 
prior written permission of the DHCS Information Security Office. 
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I.   System Timeout.  The system providing access to DHCS PHI or PI must 
provide an automatic timeout, requiring re-authentication of the user session 
after no more than 20 minutes of inactivity. 

 
J. Warning Banners.  All systems providing access to DHCS PHI or PI must 

display a warning banner stating that data is confidential, systems are logged, 
and system use is for business purposes only by authorized users.  User 
must be directed to log off the system if they do not agree with these 
requirements. 

 
K. System Logging.  The system must maintain an automated audit trail which 

can identify the user or system process which initiates a request for DHCS 
PHI or PI, or which alters DHCS PHI or PI.  The audit trail must be date and 
time stamped, must log both successful and failed accesses, must be read 
only, and must be restricted to authorized users.  If DHCS PHI or PI is stored 
in a database, database logging functionality must be enabled.  Audit trail 
data must be archived for at least 3 years after occurrence. 

 
L. Access Controls.  The system providing access to DHCS PHI or PI must 

use role based access controls for all user authentications, enforcing the 
principle of least privilege. 

 
 
M. Transmission encryption.  All data transmissions of DHCS PHI or PI 

outside the secure internal network must be encrypted using a FIPS 140-2 
certified algorithm which is 128bit or higher, such as AES.  Encryption can be 
end to end at the network level, or the data files containing PHI can be 
encrypted.  This requirement pertains to any type of PHI or PI in motion such 
as website access, file transfer, and E-Mail. 

 
N. Intrusion Detection. All systems involved in accessing, holding, transporting, 

and protecting DHCS PHI or PI that are accessible via the Internet must be 
protected by a comprehensive intrusion detection and prevention solution. 

 
III. Audit Controls 

 
A. System Security Review.  All systems processing and/or storing DHCS PHI 

or PI must have at least an annual system risk assessment/security review 
which provides assurance that administrative, physical, and technical controls 
are functioning effectively and providing adequate levels of protection.  
Reviews should include vulnerability scanning tools.



San Francisco Health Authority 
dba: San Francisco Health Plan 

04-35400 A24 
 

Exhibit G Attachment A 
HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA) 

 

 
Page 4 of 5 

 
B. Log Reviews.  All systems processing and/or storing DHCS PHI or PI must have 

a routine procedure in place to review system logs for unauthorized access.  
 
C. Change Control.  All systems processing and/or storing DHCS PHI or PI 

must have a documented change control procedure that ensures separation 
of duties and protects the confidentiality, integrity and availability of data. 

 
IV. Business Continuity / Disaster Recovery Controls 

 
A. Emergency Mode Operation Plan.  Contractor must establish a documented 

plan to enable continuation of critical business processes and protection of 
the security of electronic DHCS PHI or PI in the event of an emergency.  
Emergency means any circumstance or situation that causes normal 
computer operations to become unavailable for use in performing the work 
required under this Agreement for more than 24 hours. 
 

B. Data Backup Plan.  Contractor must have established documented procedures 
to backup DHCS PHI to maintain retrievable exact copies of DHCS PHI or PI.  
The plan must include a regular schedule for making backups, storing backups 
offsite, an inventory of backup media, and an estimate of the amount of time 
needed to restore DHCS PHI or PI should it be lost.  At a minimum, the schedule 
must be a weekly full backup and monthly offsite storage of DHCS data. 

 
V. Paper Document Controls 

 
A. Supervision of Data.  DHCS PHI or PI in paper form shall not be left 

unattended at any time, unless it is locked in a file cabinet, file room, desk or 
office.  Unattended means that information is not being observed by an 
employee authorized to access the information.  DHCS PHI or PI in paper 
form shall not be left unattended at any time in vehicles or planes and shall 
not be checked in baggage on commercial airplanes. 

 
B. Escorting Visitors.  Visitors to areas where DHCS PHI or PI is contained 

shall be escorted and DHCS PHI or PI shall be kept out of sight while visitors 
are in the area. 

 
C. Confidential Destruction.  DHCS PHI or PI must be disposed of through 

confidential means, such as cross cut shredding and pulverizing. 
 
D. Removal of Data.  DHCS PHI or PI must not be removed from the premises of 

the Contractor except with express written permission of DHCS. 
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E. Faxing.  Faxes containing DHCS PHI or PI shall not be left unattended and fax 

machines shall be in secure areas.  Faxes shall contain a confidentiality 
statement notifying persons receiving faxes in error to destroy them.  Fax 
numbers shall be verified with the intended recipient before sending the fax.  

 
F. Mailing.  Mailings of DHCS PHI or PI shall be sealed and secured from 

damage or inappropriate viewing of PHI or PI to the extent possible.  Mailings 
which include 500 or more individually identifiable records of DHCS PHI or PI 
in a single package shall be sent using a tracked mailing method which 
includes verification of delivery and receipt, unless the prior written 
permission of DHCS to use another method is obtained.  
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SAN FRANCISCO HEALTH PLAN 
ENHANCED CARE MANAGEMENT 

FEE FOR SERVICE PROVIDER AGREEMENT 
 
This Enhanced Care Management Fee For Service Provider Agreement (“Agreement”) is entered into 
and effective this 1st day of July, 2023 (“Effective Date”) between San Francisco Health Authority, a 
local governmental entity doing business as the San Francisco Health Plan (hereinafter collectively 
referred to as, "SFHP" or “Health Plan”) and the City and County of San Francisco acting by and 
through the San Francisco Department of Disability and Aging Services (hereinafter, "Provider"). 
Provider and SFHP are individually and collectively sometimes referred to in this Agreement as the 
“Party” or “Parties.” 

RECITALS 
 

SFHP operates a prepaid health care service plan licensed pursuant to the Knox-Keene Health Care 
Service Plan Act of 1975 and provides healthcare benefits to its Members who are entitled to such 
benefits by contract between the Health Plan and the California Department of Health Care Services 
(DHCS), the IHSS Public Authority, and/or the City and County of San Francisco; and   
 
Provider is properly qualified and licensed within the State of California to provide the services 
described in this Agreement, and desires to participate in Health Plan’s network of contracting 
providers to provide health care services to Health Plan’s members; and 
 
Provider shall participate in the lines of business indicated in Exhibit A (Services, Rates and Location), 
pursuant to the terms and conditions of this Agreement; and 
  
Provider and Health Plan are duly authorized to execute this Agreement for the services contemplated 
hereunder, and all required actions have been properly taken by both parties for its execution and 
performance. 
 

Article I. 
Definitions 

 
1.1. Acute Condition means a medical condition that involves a sudden onset of symptoms due to 

an illness, injury, or other medical problem that requires prompt medical attention and that has 
a limited duration.  
 

1.2. Authorization (Authorized) is a procedure for obtaining SFHP’s prior approval, in accordance 
with SFHP’s utilization management policies and procedures, for services provided to 
Members which are Covered Services. 

 
1.3. Claims Operations Manual is the document or series of documents created, maintained, 

updated, and distributed from time to time by Plan that describes the Plan’s claims policies 
and procedures and other claims requirements of Provider. The Claims Operations Manual is 
incorporated into this Agreement and made part hereof. The current Claims Operations 
Manual can be accessed online on SFHP’s web site at: 
https://www.sfhp.org/providers/provider-tools/provider-manual/. 

 
1.4. Clean Claim is a fully completed claim form and any additional information that contains 

substantially all the required data elements necessary (including any essential documentation) 
for accurate adjudication without the need for additional information from outside Health Plan’s 
system or additional review from other entities. 
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1.5. Confidential Information includes but is not limited to: (a) Individually Identifiable Health 
Information; (b) personal and financial information concerning Health Plan, Members, Health 
Professionals, hospitals, or other Health Plan providers (including information related to 
credentialing proceedings, quality reviews, malpractice suits, and peer review); (c) personally-
identifiable information subject to federal, state, and local confidentiality laws; and (d) 
proprietary business information and trade secrets. 
 

1.6. Continuity of Care Services are those Covered Services rendered by terminated 
Participating Providers to Members undergoing a course of treatment at the time of termination 
with such terminated Participating Provider or non-Participating Providers, when a newly 
covered Member who, at the time the Member’s coverage became effective, was receiving 
services from the non-Participating Provider, pursuant to California Health & Safety Code 
Section 1373.96 and/or the Benefit Program.  Continuity of Care Services include completion 
of Covered Services for: (1) the duration of an Acute Condition; (2) up to twelve (12) months 
for a serious chronic condition; (3) the duration of pregnancy and the immediate postpartum 
period or in the event a Member presents written diagnosis of a maternal mental health 
condition from the treating provider, up to twelve (12) months from the diagnosis or end of 
pregnancy, whichever is later; (4) completion of Covered Services for a terminal illness; (5) up 
to twelve (12) months care of a newborn child between birth and age thirty-six (36) months; 
and (6) performance of surgeries or other procedures scheduled to occur within one hundred 
eighty (180) calendar days if Authorized by Health Plan as part of a documented course of 
treatment.  

 
1.7. Covered Services are all Medically Necessary healthcare and related services which Health 

Plan is obligated to provide pursuant to the Member’s Evidence of Coverage.   
 
1.8. DHCS means the California Department of Health Care Services. 

 
1.9. DHHS means the United States Department of Health and Human Services. 

 
1.10. DMHC means the California Department of Managed Health Care. 

  
1.11. Evidence of Coverage is the document that describes in detail the benefits, limitations and 

exclusions of coverage. The Evidence of Coverage can be accessed online on SFHP’s web 
site at: https://www.sfhp.org/programs/medi-cal/benefits/ 

 
1.12. Health Professional means a person holding a license or certificate, appropriate to provide 

health care services in the State of California. 
 
1.13. HIPAA refers to the federal Health Insurance Portability and Accountability Act of 1996 and 

attendant privacy and security regulations, as amended from time to time. 
 
1.14. HITECH refers to the Health Information Technology for Economic Clinical Health Act passed 

as part of the American Recovery and Reinvestment Act of 2009. 
 
1.15. Individually Identifiable Health Information means “individually identifiable health 

information” as defined in 45 CFR 160.103 and includes health information that: (i) is created 
by or received from a Health Professional, SFHP, or healthcare clearinghouse; and (ii) relates 
to the past, present or future physical or mental health or condition of an individual, provision 
of health care to an individual, or payment for the provision of health care to an individual, 
which identifies or could reasonably be used to identify the individual. 
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1.16. Medically Necessary is defined as those services and supplies which have been established 
as safe and effective and are needed to protect life, to prevent significant illness or disability, 
or to treat an illness or injury, and which are furnished in accordance with generally accepted 
professional standards, and, as determined by SFHP, are: (i) consistent with the patient’s 
health status symptoms or diagnosis, (ii) provided for the diagnosis and direct care and 
treatment of such patient’s condition, (iii) not furnished primarily for the convenience of the 
patient or the provider, and (iv) furnished at the most appropriate level which can be provided 
safely and effectively to the patient. 

 
1.17. Medical Services are Covered Services provided by Provider in accordance with its license(s) 

and/or certifications, and as further specified in Exhibit A, attached hereto and incorporated 
herein. 

 
1.18. Member(s) is an individual who is enrolled in SFHP, who meets all the eligibility requirements 

for membership on the dates of service, and who has selected a physician, clinic, or medical 
home.  Member also includes a child born to a Member for the period of time required by State 
law and/or applicable Evidence of Coverage. 

 
1.19. Member Grievance Procedures are those procedures followed by Health Plan for the 

processing and resolution of all Member complaints. 
 
1.20. Non-Covered Services are those services not covered, as determined by Health Plan, under 

any benefit program in which a Member participates 
 
1.21. Participating Providers are those healthcare providers who have entered into a medical 

services agreement with Health Plan to provide Covered Services to a Member. 
 

1.22. Protected Health Information (PHI) means “protected health information”, as that term is 
defined under 45 CFR 160.103 and is covered under the HIPAA Privacy Rule and HIPAA 
Security Rule. 
 

1.23. Provider Manual is the document or series of documents created, maintained, updated, and 
distributed from time to time by Plan that describes the Plan’s policies and procedures and 
other requirements of Provider. The Provider Manual is incorporated into this Agreement and 
made part hereof. The current Provider Manual can be accessed online on SFHP’s web site 
at: https://www.sfhp.org/providers/provider-tools/provider-manual/. 
 

1.20 Regulating Agency means the DHCS, DMHC, United States Department of Health and 
Human Services (“DHHS”), the Centers for Medicare and Medicaid Services (“CMS”), United 
States Department of Justice (“DOJ”), the California Attorney General, or any other local, state 
or federal government agency having jurisdiction over Health Plan activities, and to whom 
Health Plan or Provider has a contractual or legal obligation.  Regulating Agency shall also 
include accreditation organizations under which Provider or Health Plan is obligated to comply 
with accreditation standards. 

 
 

ARTICLE 2. 
TERM AND TERMINATION 

 
2.1. Term. The term of this Agreement is for one (1) year and shall commence on the Effective Date 

of the Agreement.  Thereafter, the Agreement will automatically renew for an additional one (1) 
year term on the anniversary of the Effective Date if written notice from either Party is not 
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received by thirty (30) days before the anniversary of the Effective Date, up to a total of four (4) 
additional one (1) year renewals, with the Agreement having a maximum total duration of five 
(5) years, until terminated by either Party in accordance with this Agreement. 

2.2. Termination for Convenience.  Notwithstanding any other provision of this Agreement, after 
the first year of the term, either Party may terminate this Agreement for convenience at any time 
by giving at least one hundred eighty (180) calendar days prior written notice to the other Party. 

2.3. Termination with Cause.  If either Party defaults in the performance of any material term or 
condition of this Agreement, and the default is one which may be cured, the non-defaulting party 
shall provide written notice to the defaulting party of the material default.  The defaulting party 
must then cure that default by a satisfactory performance within thirty (30) calendar days of 
written notice.  If the defaulting party fails to cure the default and provide evidence of such cure 
to the non-defaulting party within that time, then this Agreement shall terminate at the conclusion 
of the cure period without any further notice being required.  Notwithstanding the foregoing, if 
the default is one which cannot be cured in the sole discretion of Health Plan, Health Plan may 
terminate this Agreement by providing thirty (30) calendar days advanced written notice to 
Provider.  Material defaults shall include, but are not limited to, a failure to uphold professional 
standards of care, Provider’s failure to provide medical care at standards specified by Health 
Plan, a breach of any material term, covenant, or condition of this Agreement, and inability by a 
Party to pay its debt as it matures. 

2.4. Immediate Termination.  Notwithstanding any other provision of this Agreement, Health Plan 
may immediately terminate this Agreement and transfer Member(s) to another provider, as 
applicable, by giving notice to Provider in the event of any of the following: 

a) Provider’s license or certificate to render Covered Services is limited, suspended or 
revoked, or disciplinary proceedings are commenced against Provider by the State 
licensing authority; 

b) Provider is decertified or otherwise withdraws (whether or not voluntary) from the Medi-Cal 
Program; 

c) Provider fails to maintain insurance (or self-insurance) required by this Agreement; 

d) Provider loses credentialed status; 

e) Provider becomes insolvent or files a petition to declare bankruptcy or for reorganization 
under the bankruptcy laws of the United States, or a trustee in bankruptcy or receiver for 
Provider is appointed by appropriate authority;  

f) Health Plan determines that Provider, its facility and/or equipment is insufficient to render 
Covered Services to Members; 

g) Provider is excluded from participation in state health care programs pursuant to Section 
1128 of the Social Security Act or otherwise excluded or terminated as a provider by any 
state or federal health care program;  

h) Provider engages in fraud or deception, or knowingly permits fraud or deception by another 
in connection with Provider’s obligations under this Agreement; 

i) Health Plan determines that Covered Services are not being properly provided, or 
arranged for, and that such failure poses a threat to Members’ health and safety; or 
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j) Provider breaches a term of this Agreement, which specifically indicates that a remedy 

for such breach is immediate termination.  

2.5. Effect of Termination. As of the date of termination, this Agreement will be considered of no 
further force or effect whatsoever, and each of the Parties will be relieved and discharged from 
its obligations, except that:  

a) Termination of this Agreement will not affect any rights or obligations hereunder which have 
previously accrued, or will hereafter arise with respect to any occurrence prior to 
termination, and such rights and obligations will continue to be governed by the terms of 
this Agreement. 

b) The following Sections of this Agreement, which by their nature extend beyond the 
expiration or termination of this Agreement, will survive the termination of this Agreement, 
as follows:  2.5 (Effect of Termination); 3.10 (Liability Insurance); 5.3 (Confidentiality of 
Member Health Information); 6.1 (Proprietary and Confidential Information); 6.2 
(Confidentiality of PHI); 7.5 (Surcharges Prohibited); 7.7 (Provider Dispute Resolution); 
and 9.5 (Mutual Indemnification). 

c) Provider shall continue providing services to Members who are under its care at the time 
of termination until the services being rendered to the Member are completed, or SFHP 
has arranged for the reasonable and medically appropriate transfer of the Member’s care 
to another Participating Provider, whichever is sooner.  Provider shall comply with all 
applicable requirements for Continuity of Care Services pursuant to applicable law, 
regulation, or regulatory directive.  SFHP shall pay Provider for such post-termination 
services at the rates set forth in Exhibit A.  SFHP shall use its best efforts to arrange for 
services to be performed by another Participating Provider as quickly as possible.  Both 
Health Plan and Provider will cooperate to achieve an orderly and dignified transfer of 
Members, including the transfer of Member’s medical records, patient files, or other 
pertinent information, to other Participating Providers.   

   

ARTICLE 3.   
REPRESENTATIONS, WARRANTIES, AND OBLIGATIONS OF PROVIDER 

 
3.1. Services to be Provided. Provider shall provide the Covered Services to Members outlined in 

Exhibit A, which are Authorized by Health Plan, as described in the Provider Manual, prior to 
providing services (unless otherwise specifically indicated in Exhibit A).  Authorizations are 
based on Medical Necessity of such Covered Services and are contingent upon Member’s 
eligibility.  When applicable, Provider shall provide such Covered Services in accordance with 
the orders of the prescribing or referring physician, the terms and conditions set forth in this 
Agreement, the Provider Manual, the Plan’s Quality Improvement (QI) and Utilization 
Management (UM) programs, applicable regulatory requirements, accreditation organization 
standards, and applicable law.   

3.2. Eligibility.  Provider shall verify Member’s eligibility prior to rendering Covered Services as 
described in the Provider Manual.  Production of a Health Plan issued identification card is 
indicative of a person’s status as a Member but will not be conclusive of such status.  Provider 
is responsible for verifying a Member’s eligibility with Health Plan and Health Plan shall have no 
responsibility, financial or otherwise, where Provider failed to properly verify Member eligibility. 
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3.3. Standard of Care.  Provider shall maintain and cause its subcontractors to maintain duly 
licensed professional personnel, facilities, equipment, and services at a level and quality that 
equals or exceeds the generally accepted and professionally recognized standards of practice 
to perform Provider’s duties and responsibilities under this Agreement and to meet all (i) 
applicable federal and state laws, (ii) licensing requirements (including, without limitation, the 
provisions of Title 22, California Code of Regulations Section 53230 and the accessibility 
requirements of the Americans with Disabilities Act), (iii) professional practices and standards, 
and (iv) professional and technical standards set forth in the Provider Manual and Health Plan 
QI and UM programs.   

3.4. Licensing and Compliance. Provider represents that it (i) has and shall maintain any 
necessary license, certification, or government approval required to perform services in the 
State of California if required; (ii) is certified under Medicare and Medi-Cal if required; and (iii) 
meets all other regulatory requirements necessary to perform the services described in this 
Agreement and Medi-Cal policy.  Provider represents that neither it nor any of its subcontracting 
providers who will provide Covered Services to Members have been debarred, excluded, or 
suspended from participation in any state or federal health care program.  Provider understands 
that the moneys used to pay Provider under this Agreement are, in whole or in part, federal 
funds.  All federal laws applicable to the use of federal funds apply to this Agreement. 

3.5. Provider Manual.  Provider shall comply with the Provider Manual and Claims Operations 
Manuals when performing any and all duties under this Agreement.  The Provider Manual and 
Claims Operations Manual are an extension of this Agreement and incorporated herein by this 
reference. 

3.6. Interpreter Services.  Provider shall provide access to interpreter services for all limited English 
proficient (LEP) Members at all Provider facilities as described in the Provider Manual.   

3.7. Cultural & Linguistic Services.   Provider shall provide Covered Services to Members in a 
culturally, ethnically, and linguistically appropriate manner.  Provider shall comply with Health 
Plan’s language assistance program standards developed under California Health and Safety 
Code Section 1367.04 and Title 28 CCR Section 1300.67.04 and shall cooperate with Health 
Plan by providing any information necessary to assess compliance.    

3.8. Equal Treatment.  Provider shall not differentiate or discriminate in the scheduling of 
appointments, the treatment of Members, the quality of services, or in any other respect, against 
Health Plan Members.  Additionally, Provider shall not discriminate against Members on the 
basis of race, color, national origin, ancestry, religion, sex, marital status, health status, sexual 
orientation, physical, sensory or mental handicap, age, socioeconomic status, participation in 
publicly financed programs of health care, or because any grievance or complaint has been filed 
by such Member. Provider shall render Covered Services to Members in the same location, in 
the same manner, in accordance with the same standards, and within the same time availability, 
regardless of payor. 

3.9. Member Grievance Procedures.  As set forth in the Provider Manual, Provider shall promptly 
notify Health Plan of receipt of any complaints from or on behalf of Members and any 
professional liability claims filed or asserted regarding services provided by, or on behalf of, 
Provider.  Provider shall cooperate with Health Plan's Member Grievance Procedure in 
resolving Members' complaints regarding Provider's provision of services and/or any other 
matter related to Provider.  Provider shall cooperate with Health Plan's resolution of any such 
complaints or grievances. 
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3.10. Liability Insurance.  Provider shall insure Provider and its agents, servants, and employees 
against any claims for damages directly or indirectly connected with the performance of this 
Agreement, including, the rendering of any health care service, the use of any Provider property 
or equipment, or any other activities, performed by Provider or by Provider’s agents, servants or 
employees in connection with this Agreement.  The Parties acknowledge that the City and 
County of San Francisco is self-insured for many requirements listed below, and such self-
insurance meets the requirements listed below.  Provider, at its sole cost and expense, shall 
procure and maintain the following policies of insurance: 

a) Medical Professional and Liability Insurance or an equivalent program of self-insurance for 
bodily injury, property damage and personal injury in an amount no less than one million 
($1,000,000) dollars for each occurrence, with a general aggregate of three million 
($3,000,000) dollars applying.  If such insurance is written on a commercial claims-made 
form, following termination of this Agreement, coverage shall survive for the maximum 
reporting periods available from insurance sources but in no event for less than five years 
following termination of this Agreement. 

b) Comprehensive or Commercial Form General Liability Insurance (contractual liability 
included) with limits in an amount no less than one million ($1,000,000) dollars for each 
occurrence, with a general aggregate of three million ($3,000,000) dollars applying.  
However, if such insurance is written on a claims made form, following termination of this 
Agreement, coverage shall survive for a period of not less than three years. 

c) Worker’s Compensation Insurance in a form and amount covering Provider’s full liability 
under the Workers’ Compensation Insurance and Safety Act of the State of California, as 
amended from time to time. 

d) Such other insurance in such amounts which from time to time may be reasonably required 
by the mutual consent of Provider and Health Plan against other insurable risks relating to 
performance. 

e) If any policy includes an aggregate limit or provides that claims investigation or legal 
defense costs are included in such aggregate limit, the aggregate limit will be double the 
occurrence limits specified above.  Insurance policies must be provided by insurers 
licensed to do business in the State of California and who have obtained an A.M. Best 
rating of A:VIII or better.  All insurance policies carried by Provider, whether specified 
herein or otherwise, shall contain endorsements waiving the insurer’s rights of subrogation 
against Health Plan.  If the coverage is claims made or reporting, Provider agrees to 
purchase similar “tail” coverage upon termination of the Provider’s present or subsequent 
policy.  Provider shall give Health Plan prompt written notice, but in no event less than 
fifteen (15) business days’ notice, of any claims against Provider’s coverage by or 
regarding a Health Plan Member. 

f) Any insurance provided by Provider or its subcontractors or drivers shall be primary to any 
coverage available to Health Plan.  Any insurance or self-insurance maintained by Health 
Plan and its officials, officers, employees, agents or volunteers, shall be in excess of 
Provider’s insurance and shall not contribute with it.  Procurement of insurance by Provider 
shall not be construed as a limitation of Provider’s liability or as full performance of 
Provider’s duties to indemnify, hold harmless and defend Health Plan under this 
Agreement. 

g) Provider, upon execution of this Agreement, shall furnish Health Plan with Certificates of 
Insurance evidencing compliance with all requirements.   
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h) Provider shall provide thirty (30) days advance written notice to Health Plan of any 
modification, change or cancellation of any of the above insurance coverages. 

3.11. Public Record.  Provider understands that this Agreement and all information received will be 
public records on file with DHCS and/or DMHC, unless specifically exempted by statute.  
Similarly, the Agreement and related records held by Provider, as part of the City and County of 
San Francisco, are public records subject to disclosure excepts as exempted by statute or local 
ordinance.     

3.12. Health Plan Name and Logo.  Provider shall not use Health Plan’s name and/or logo without 
Health Plan’s prior written consent.  Health Plan shall not use City’s or Provider’s name and/or 
logo without City’s prior written consent. 

3.13. Provider Directory.  Health Plan and Provider hereby agree to comply with the requirements 
of the law in regard to provider directories, including, but not limited to, California Health & Safety 
Code Section 1367.27.  Health Plan will develop a directory to be distributed to Health Plan 
Members in accordance with such applicable laws. 

a) As applicable, Provider shall inform Health Plan within five (5) business days when either 
of the following occur: 

i. Provider is not accepting new patients. 

ii. If Provider had previously not accepted new patients, Provider is currently 
accepting new patients 

b) Provider shall comply with notifications from Health Plan requesting verification of Provider 
information or the submission of any additions, deletions, or modifications within specified 
time frames to enable compliance with Health & Safety Code Section 1367.27 and as 
further described in Health Plan’s Provider Manual. 

3.14. Additional Disclosures.  Subject to the terms of this Agreement, Provider will immediately 
notify Health Plan in writing upon gaining knowledge of the occurrence of any of the following 
events: 

a) The license or accreditation status of Provider or any employee or subcontractor of 
Provider is suspended, revoked, terminated, or subjected to terms of probation or other 
restriction (including, without limitation, appearance on a state or federal exclusion list; or 
any citation, charge, complaint, or investigation for failure to meet any required standard 
or legal obligation); 

b) Provider learns that it has become a defendant in a legal action filed by a Member related 
to services provided under this Agreement or is required to pay damages in any such action 
by way of judgment or settlement; 

c) A petition is filed under the bankruptcy laws of the United States for bankruptcy or 
reorganization on behalf of Provider, or a receiver is appointed over all or any portion of 
the Provider’s assets; 

d) Provider’s insurance is canceled, terminated, not renewed or materially modified; or 

e) An act of nature or the occurrence of any other event which has a materially adverse effect 
on Provider’s ability to perform its obligations hereunder. 
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3.15. Credentialing.  Provider (including, for purposes of this Section 3.15, in relation to Health 
Professionals employed by Provider or contracted by Provider to provide services under this 
Agreement) shall cooperate with Health Plan’s credentialing program and shall disclose to 
Health Plan information and documents relating to credentials, qualifications, and performance. 
Provider shall immediately notify Health Plan of any legal, ethics, or other actions against 
Provider or its license, or any material change in professional liability insurance coverage or 
premiums as a result of malpractice actions, or any change in hospital privileges including, 
without limitation, any reduction, suspension, or termination of such privileges. Such actions 
include, but are not limited to, actions by the applicable state regulatory board, professional 
associations, or hospitals. Provider authorizes Health Plan to receive reports on demand from 
the state licensure agencies, professional associations, educational institutions and other 
agencies who may maintain data relating to the legal status, litigation history, or clinical 
performance of Provider. Provider shall comply with Health Plan's credentialing policies, as may 
be amended from time to time to reflect changing regulatory or contractual obligations of Health 
Plan including the completion and submission of all necessary documents that Health Plan 
determines to be necessary for the successful evaluation of Provider's ability to meet Health 
Plan's credentialing standards. 

3.16. Quality Improvement. Provider shall cooperate with Health Plan's Quality Improvement 
Committee to the extent that specific issues are raised related to health care services delivered 
to Members. Provider agrees to participate in Health Plan's Quality Improvement Program, as 
set forth in the Provider Manual.  In addition, Provider agrees to allow the Health Plan to use 
Provider’s performance data for the Quality Improvement Program. 

 

ARTICLE 4.   
RIGHTS, REPRESENTATIONS, WARRANTIES, AND OBLIGATIONS OF HEALTH PLAN  

 
4.1. Administration and Licensure.  Health Plan shall perform the necessary functions for the 

proper administration of the plan and maintain its licensure in good standing to conduct its 
business operations within the State of California. 

4.2. Authorizations/Utilization Management.  Health Plan shall process Authorizations within 
required timeframes for the treatment of Members using the Authorization and utilization 
management criteria which have been developed by Health Plan, including determination of 
Medical Necessity.  Provider will provide Health Plan to all records and information systems 
necessary for Health Plan to perform utilization management for Members. 

4.3. Eligibility Information.  Health Plan shall provide access to eligibility verification of Members 
as set forth in the Provider Manual.  

4.4. Benefits and Medical Necessity Determinations.  Health Plan shall have the final decision 
making authority between the Parties for payment of claims for health services rendered to 
Members, determination of Medical Necessity and Covered Services, determination of eligibility, 
and determination of Member’s benefits subject to Health Plan’s Member Grievance Procedures 
and to Section 7.5 (Provider Dispute Resolution).  Provider shall refer Members who have 
inquiries or disputes regarding such coverage to the Health Plan for response and resolution.  
Notwithstanding the foregoing or any other provision of this Agreement, in no case will Health 
Plan deny payment to Provider for Covered Services rendered to Members for which Provider 
obtained prior Authorization, concurrently reviewed, or approved as Medically Necessary by 
Health Plan. 
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4.5. Directory and Use of Names.  Health Plan will develop a provider directory which will be 
distributed to Members and in compliance with applicable law.  Health Plan shall be allowed to 
use Provider’s information (including without limitation, name, logo, address(es), telephone 
number, email address (if available), hours of operation, level of accessibility of facilities, 
language(s) spoken, national provider identifier number (NPI), California license number and 
license type, and services provided in Health Plan’s provider directory as well as other materials 
commonly distributed for purposes related to the administration of a Benefit Program.  Health 
Plan shall otherwise obtain Provider’s prior written consent for any other use.  

4.6. Facility Site Review.  Health Plan will perform facility site review for Provider at all of Provider's 
offices as required by Health Plan pursuant to contractual and regulatory requirements and in 
compliance with Health Plan's quality improvement program.  Provider agrees to abide by the 
quality improvement program requirements and to provide Health Plan access to facilities as 
necessary for the performance of complete facility site reviews. 

4.7. Additional Health Plan Rights and Remedies.  In the event that any Regulating Agency 
requires that Health Plan be able to take a specified action or actions wi th  respect to 
Provider in the event that Provider does not satisfy regulatory requirements, then in such 
event this Agreement will be deemed to include the right of Health Plan, after providing written 
notice to Provider, to take such required action(s) or utilize such remedy(ies).  

 

ARTICLE 5.   
MEDICAL RECORDS 

 
5.1. Maintenance of Medical Records.  Provider shall maintain and require its subcontractors to 

maintain a medical record for each Member to whom Provider or its subcontractor renders 
Covered Services.  The Member’s medical record shall be in such form and detail as may be 
required by state and federal law, generally accepted and prevailing professional practice, and 
any federal, state, or local government agency, or by Health Plan. Such records shall be 
maintained in a current, detailed, organized, and comprehensive manner.  Provider shall comply 
with all federal, state, and local confidentiality and Member record accuracy requirements. 

5.2. Retention of Records.  Provider shall retain all medical records, books, charges, and papers 
relating to Provider’s provision of services to Members, the cost of such services, and payment 
received by Provider from Members (or others on their behalf).  Provider shall retain all such 
records for at least ten (10) years after rendering Covered Services, and the records of a minor 
child shall be kept for a period of at least one (1) year after the minor has reached the age of 
eighteen (18) years, but in no event less than ten (10) years, or such longer time period as may 
be required by law. 

5.3. Confidentiality of Member Health Information.  Each Party shall comply with confidentiality, 
medical records and/or other applicable state and federal laws and regulations with regard to 
any and all information directly or indirectly accessed or used by the respective Parties and their 
personnel, including HIPAA, HITECH, and all regulations promulgated thereunder.  This 
provision shall not affect or limit Provider’s obligation to make available medical records, 
encounter data, and information concerning Member care to Health Plan, any authorized state 
or federal agency, or other Providers of health care upon authorized referral. 

5.4. Compliance with NCQA and HEDIS Guidelines.  As applicable, Provider shall comply with 
the National Committee for Quality Assurance (“NCQA”) and Healthcare Effectiveness Data and 
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Information Set (“HEDIS”) guidelines and the requirements of any other applicable accrediting 
agency, as amended from time to time.  Said compliance shall include, but not be limited to, 
cooperation with Health Plan by providing information required by Health Plan to demonstrate 
compliance with said NCQA and HEDIS guidelines and in such format as is compatible for 
submission to accrediting agencies. 

5.5. Member Access to Health Information.  Provider shall give Members access to Members’ 
health information including, but not limited to, medical records and billing records, in 
accordance with the requirements of state and federal law and Health Plan’s Provider Manual.  

 

ARTICLE 6.   
CONFIDENTIALITY 

 
6.1. Proprietary and Confidential Information.  Each Party acknowledges that it will have access 

to Confidential Information.  The Parties agree to hold Confidential Information in strict 
confidence and to disclose and use such Confidential Information only as authorized by this 
Agreement under applicable law or as otherwise required by law.  Each Party shall exercise the 
same standard of care to protect such information as a reasonably prudent business entity would 
use to protect its own proprietary data. 

6.2. Confidentiality of PHI.  Each party assures the other that it will appropriately safeguard PHI of 
Members in its use and/or disclosure of such PHI pursuant to this Agreement, in accordance 
with confidentiality, medical records and/or other applicable state and federal law or regulation, 
including HIPAA, HITECH, and all regulations promulgated thereunder.  Provider hereby agrees 
to the terms of the “San Francisco Health Plan HIPAA Privacy and Security Business Associate 
Agreement” attached hereto and incorporated herein as Exhibit C.   

6.3. Enforcement and Injunctive Relief.  Notwithstanding any other provisions of this Agreement, 
Provider and Health Plan agree that if any party violates any of the provisions of this Article, that 
the aggrieved party shall be entitled to any and all applicable remedies at law and/or equity to 
prevent further breach of this Article, including injunctive relief, without posting bond. Provider 
acknowledges that any unauthorized use or disclosure of Confidential Information and/or PHI 
would result in damage to Health Plan that may be intangible but nonetheless real, and that is 
incapable of complete remedy by an award of damages.  Accordingly, any such violation shall 
give Health Plan the right to a court-ordered injunction or other appropriate order to specifically 
enforce the provisions of this Agreement.   

 

ARTICLE 7.   
REIMBURSEMENT 

 
7.1 Compensation.  SFHP agrees to pay Provider for Authorized Covered Services provided to 

Members in accordance with the terms of this Agreement and the attached Exhibit A.  Provider 
agrees to accept such payment in full and final satisfaction for all Authorized Covered Services 
rendered to Members. 

7.2 Payment Responsibility by Delegated Provider or Plan.  Provider acknowledges that Health 
Plan maintains contracts with delegated providers and delegated plans who receive capitation 
or fixed periodic payments from Health Plan for Covered Services and are responsible for 
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arranging for Covered Services through subcontract arrangements.  Provider agrees to look 
solely to delegated provider/plan, and not Health Plan or Member, for payment of Covered 
Services rendered to Members, where delegated provider/plan receives a capitation or fixed 
periodic payment for Covered Services from Health Plan.  Provider agrees that if Provider is or 
becomes a party to a subcontract, agreement or other arrangement with delegated 
providers/plans pertaining to services under this Agreement,  payment will be made by the 
delegated provider/plan in accordance with such subcontract, agreement, or other arrangement 
with such delegated provider/plan. 

7.3 Payment.  SFHP will pay Provider within forty-five (45) working days of receipt of an 
uncontested Clean Claim that is the payment responsibility of Health Plan and not its delegated 
provider/plan.  Provider shall submit claim(s) on the appropriate claim form and in accordance 
with the requirements and guidelines specified in the Claims Operations Manual.  If for any 
reason it is determined that Health Plan overpaid Provider, Health Plan may deduct monies in 
the amount equal to the overpayment from any future payments to Provider after thirty (30) days 
written notice. 

7.4 Copayments and/or Deductibles.  Provider shall collect from Members any amounts identified 
by Health Plan as the responsibility of the Member, including applicable Copayments and/or 
deductibles. 

7.5 Surcharges Prohibited.  Except for applicable co-payments (if any), Provider shall not bill, 
collect from, or charge any Member or Member’s representative(s), for services covered under 
the Members’ Evidence of Coverage; nor may Provider impose any surcharges for the provision 
of Covered Services.  In  the event Health Plan receives notice  of  any such  surcharges  
being applied to  Member,  Health  Plan  shall notify Provider of its violation of this Section 
and Provider shall immediately cease billing the Member or,  if  Provider  has  collected  funds  
from  a  Member  for  Covered  Services, Provider  shall forthwith  refund  same  to  the  
Member.    This provision shall not prohibit billing and collection for non-Covered Services 
rendered to Members, as described below.  This Section shall survive termination of this 
Agreement. 

7.6 Charges for Non-Covered Services.  Provider shall not charge a Member for a service which 
is not a Covered Service unless Provider obtains a signed written acknowledgment by Member 
in advance of performance of the services clearly indicating that the services are not covered, 
the estimated cost of the services, and that the Member will be financially responsible for the 
Non-Covered Services.  Additionally, Provider specifically agrees that Health Plan shall have no 
liability to compensate Provider for the provision of Non-Covered Services.  Provider shall 
ensure that its subcontractors, agents, assignees, and trustees comply with this Section. 

7.7 Provider Dispute Resolution.  Provider may appeal any denial of authorization or payment, or 
other adverse action by SFHP, pursuant to SFHP’s provider dispute resolution policies as 
described in the Claims Operations Manual.  For complaints regarding Health Plan services, 
operations or procedures, other than disputes regarding claims payment, authorizations, or 
member grievances, Provider may register a complaint by calling Health Plan’s Provider 
Relations Department or Customer Service Department.  Provider shall include a description of 
the problem, all relevant facts, names of people involved, date of occurrence(s), and any 
supporting documentation regarding the complaint.  Health Plan shall notify Provider and 
acknowledge the complaint within five (5) business days of receipt.  Health Plan shall inform 
Provider in writing of the resolution and/or reasonable efforts made by Health Plan toward 
resolution within thirty (30) calendar days of receipt. 
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7.8 Rate Adjustment.  In the event DHCS, CMS, or any other payor entity changes the rates 
payable to Health Plan during the term of this Agreement, Health Plan shall have the right to 
modify the rates to reflect changes of laws and regulations, changes in the State budget, 
changes to Regulating Agency policies, changes to Covered Services, or other changes which 
affect the revenue provided to Health Plan, by providing sixty (60) business days’ written notice 
to Provider of Health Plan’s intent to revise the rates ("Health Plan Notice'').  Provider shall have 
the right to: (i) negotiate and agree to the change within thirty (30) business days of receipt of 
the Health Plan Notice, or (ii) to terminate the Agreement within sixty (60) business days from 
receipt of the Health Plan Notice.  If no response is received by Provider exercising its right 
under the aforementioned subsections (i) or (ii), the changes reflected in the Health Plan Notice 
will be deemed accepted by Provider and will constitute an amendment to this Agreement, to be 
effective sixty (60) business days from the date of the Health Plan Notice (or as otherwise 
specified therein).  Notwithstanding the foregoing, Provider will not have the right to reject any 
such change that is commensurate and proportionate to the changes made by DHCS, CMS, or 
other payor entity. 

7.9 Coordination of Benefits. 

a) Health Plan shall have the sole right to determine its coordination of benefits rules, in 
compliance with Title 28 of the California Code of Regulations, Section 1300.67.13. 

b) Certain claims for Covered Services rendered to Members are claims for which another 
payor may be primarily or secondarily responsible under coordination of benefit rules. 
Health Plan and Provider shall cooperate in coordinating the applicable coordination of 
benefits rules. 

c) Provider shall, upon the request of Health Plan, bill a payor which may be primary under 
applicable coordination of benefit rules for health services provided to Members when 
information regarding such primary payor becomes available to Provider. 

7.10 Third Party Liens.  Health Plan shall reserve its right to receive reimbursement pursuant to 
third party liens.  Provider shall provide all information in its possession which is necessary to 
permit Health Plan to report Workers' Compensation and third-party lien information to the 
Department of Health Care Services. 

 

ARTICLE 8.   
DISPUTE RESOLUTION  

 
8.1 Reserved.   

8.2 Small Claims Court.  Subject to the provisions of the California Government Claims Act 
(Government Code § 900 et seq.), if the amount in dispute by the Parties is within the 
jurisdictional limits of the small claims court, then such matter shall be submitted to the small 
claims court for resolution in lieu of arbitration.  Such action shall take place in San Francisco, 
California. 

8.3 Limitation.  Any controversy, disagreement, dispute, or claim arising under this Agreement shall 
be deemed waived unless an action in small claims court or other legal action is initiated within 
the timeframe required to commence an action against a public entity under the California 
Government Claims Act. 
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ARTICLE 9.   
GENERAL PROVISIONS 

 
9.1 Independent Contractors.  In the performance of each party’s work, duties, and obligations 

pursuant to this Agreement, each of the Parties shall at all times act and perform as an 
independent contractor, and nothing in the Agreement shall be construed or deemed to create 
a relationship of employer and employee or partner or joint venture or principal and agent. 

9.2 No Volume Guarantee.  SFHP does not represent, warrant, or covenant any minimum volume 
of patients or Members to Provider. 

9.3 Non-Exclusivity.  This Agreement is non-exclusive and each Party shall have at all times the 
right to enter into agreements comparable to this Agreement with other persons or entities. 

9.4 Third Party Beneficiaries.  Neither Members nor any other third parties are intended by the 
Parties hereto to be third party beneficiaries under this Agreement, and no action to enforce the 
terms of this Agreement may be brought against either Party by any person who is not a party 
hereto. 

9.5 Mutual Indemnification. 

a) Provider shall defend, indemnify and hold SFHP, its officers, employees and agents 
harmless from and against any and all liability, loss, expense (including reasonable 
attorneys’ fees) or claims for injury or damages caused by the acts or omissions of 
Provider, its officers, agents, or employees in the performance of this Agreement. 

b) SFHP shall defend, indemnify and hold Provider, its officers, employees and agents 
harmless from and against any and all liability, loss, expense (including reasonable 
attorneys’ fees) or claims for injury or damages caused by the acts or omissions of SFHP, 
its officers, agents, or employees in the performance of this Agreement. 

9.6 Notices. Any notice required to be given hereunder shall be sent by:  secure electronic mail or 
certified mail, postage pre-paid to the Parties and their respective copied entities, or in a format 
pre-determined and mutually agreed to by both Parties.  The notice addresses for the Parties 
are: 

To SFHP: To Provider:   
Chief Executive Officer    Executive Director 
San Francisco Health Plan   SF Dept. Disability & Aging Services  
PO Box 194247     PO Box 7988 
San Francisco, CA 94119    San Francisco, 94120-7988 
yrichardson@sfhp.org     kelly.dearman@sfgov.org 

 
If Notice is Required to DHCS: 
California Department of Health Care Services, Medi-Cal Managed Care Division 
P.O. Box 997413, MS 4401 
Sacramento, CA 95899-7413  

 
9.7 Partial Invalidity.  If for any reason any provision of this Agreement is held invalid by a court of 

competent jurisdiction, the remaining provisions shall remain in full force and effect without being 
impaired or invalidated in any way. 

mailto:yrichardson@sfhp.org
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9.8 Amendments.  No alteration and/or amendment of any terms or conditions of this Agreement 
shall be binding, unless reduced to writing and signed by the Parties hereto.  Amendments may 
require regulatory approval; in the event a Regulating Agency disapproves either this Agreement 
or any subsequent amendment, the parties shall promptly meet and in good faith seek to modify 
the Agreement or amendment(s) in a manner which will receive approval and achieve the 
parties’ intent.  Notwithstanding the foregoing, Health Plan may, without Provider’s consent, 
amend this Agreement to maintain consistency and/or compliance with any state or federal law, 
policy, directive, accreditation requirement, or regulation upon forty-five (45) business days’ 
notice to Provider, unless a shorter timeframe is necessary for compliance. 

9.9 Non-Solicitation.  Provider will not engage in any activities involving the direct marketing or 
solicitation for enrollment to Members or eligible beneficiaries without the written approval of 
Health Plan and DHCS.  Nor shall Provider solicit or encourage Members to select another 
health plan for the primary purpose of securing financial gain. During the period of this 
Agreement and for a period of one year after termination, Provider and Provider’s employees, 
agents and subcontractors shall not solicit or attempt to persuade any Member not to participate 
in the Medi-Cal Managed Care Program or any other Benefit Program for which Provider 
rendered Covered Services to Member.  In the event of breach of this Section, in addition to any 
other of Health Plan’s legal rights, Health Plan may, in its sole discretion, immediately terminate 
this Agreement.  Nothing in this provision is intended to limit Provider’s ability to fully inform 
Members of all available health care treatment options or modalities. 

9.10 Waiver of Breach.  The waiver of any breach of this Agreement by either Party shall not 
constitute a continuing waiver of any subsequent breach of either the same or any other 
provisions of this Agreement.  No Party will be deemed to have waived any rights hereunder 
unless the waiver is made in writing and is signed by the waiving Party’s duly authorized 
representative. 

9.11 Incorporation.  All exhibits referenced in this Agreement and attached hereto are incorporated 
herein by reference. 

9.12 Governing Law.  This Agreement shall be construed and enforced in accordance with the laws 
of the State of California, without regard to its conflicts of law provisions.   

9.13 Captions.  The captions contained herein are for reference purposes only and shall not affect 
the meaning of this Agreement. 

9.14 Entire Agreement.  This Agreement, including the Exhibits attached hereto, contains the entire 
agreement of the Parties and as of the Effective Date supersedes any prior contracts, 
agreements, negotiations, proposals, or understandings relating to the subject matter of this 
Agreement. 

9.15 Public Health Plan Requirements.  Provider understands and acknowledges that Health Plan 
is a local public entity of the State of California, which status requires Health Plan contractors to 
comply with specified requirements, including those requirements specific to its local jurisdiction 
of the City and County of San Francisco, as well as its status as a Medi-Cal managed care plan.  
Provider thus agrees to the additional terms and conditions set forth on Exhibit B, Compliance 
with Law (and any attachments thereto), attached hereto and incorporated herein by this 
reference. 

9.16 Assignment.  Neither Party shall assign, delegate, or transfer its rights, duties, or obligations 
under this Agreement without the prior written consent of the other Party and any Regulating 
Agencies, if applicable.  Any subcontracts under this Agreement shall be in writing and shall 
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ensure that subcontractors comply with all applicable terms and conditions of this Agreement.  
Upon Health Plan’s request, such written agreements between Provider and subcontractors, 
and any amendments thereto, shall be submitted to Health Plan for its review.  Health Plan shall 
have the right to terminate a subcontractor’s services at any time in the event subcontractor is 
not providing services in a manner that meets Health Plan’s reasonable approval.  Provider shall 
be responsible for conduct and performance of each approved subcontractor. 

9.17 Force Majeure.  No Party shall, at any time, be deemed to have breached any obligation under 
this Agreement, or be in default hereunder, or be liable for damages by reason of any 
circumstance or delay resulting from acts of nature (such as, but not limited to, fires, floods, 
explosions, earthquakes, hurricane, and drought); terrorism, war, hostilities, invasion, or acts of 
foreign enemies; rebellion, revolution, insurrection, or military or usurped power; contamination 
by radioactivity;  vandalism, riot, or strikes; acts of governmental authority; or   other events that 
are beyond the reasonable anticipation and control of the Party affected thereby. 

9.18 Compliance with Law.  Health Plan and Provider agree that each will comply with all applicable 
requirements of state and federal statutes and regulations, or any amendments or modifications 
thereto.  This includes, without limitation, applicable requirements under the Knox-Keene Act 
(Health and Safety Code § 1340, et seq., and Title 28 of the California Code of Regulations 
(“CCR”)), Medi-Cal (Title XIX of the Social Security Act and CCR, Title 22), Title VII of the Civil 
Rights Act of 1964, HIPAA, HITECH, safe harbor regulations (including Title 42, Section 
1001.952(t) of the Code of Federal Regulations) and regulatory directives from applicable 
Regulating Agencies. 

9.19 Conflict of Interest.  The parties hereto and their respective employees or agents shall have 
no interest or obligation, and shall not acquire any interest or obligation, direct or indirect, which 
shall conflict in any manner or degree with the performance of services required under this 
Agreement. 

9.20 Counterparts; Signatures.  This Agreement may be executed in separate counterparts, each 
of which shall be deemed an original, and all of which shall be deemed one and the same 
instrument. The parties’ electronic or faxed signatures, and/or signatures scanned into PDF 
format, shall be effective to bind them to this Agreement. 

9.21 Survival.  Unless otherwise provided herein, the rights and obligations of any party which by 
their nature extend beyond the expiration or termination of this Agreement, shall continue in full 
force and effect, notwithstanding the expiration or termination of this Agreement. 

9.22 Interpretation of Agreement.  This Agreement shall be interpreted according to its fair intent 
and not for or against any one party on the basis of which party drafted the Agreement.  Section 
headings are for reference purposes only and shall not affect in any way the meaning or 
interpretation of this Agreement. 
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By their signatures below, each of the following represent that they have authority to execute 
this Agreement and to bind the Parties on whose behalf their execution is made. 
 
 
SAN FRANCISCO HEALTH PLAN CITY AND COUNTY OF SAN FRANCISCO, 

THROUGH ITS SAN FRANCISCO 
DEPARTMENT OF DISABILITY AND AGING 
SERVICES 

 
Signature:______________________  Signature:______________________ 

Print Name:_____________________  Print Name:_____________________ 

Title:__________________________  Title:__________________________ 

Date:__________________________  Date:__________________________ 

 

      
 Approved as to Form: 

DAVID CHIU 
City Attorney 

 
 
 

By:  ____________________________ 
 

Date: ___________________________ 
Glenn M. Levy 
Deputy City Attorney 
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EXHIBIT A 
SERVICES, RATES AND LOCATIONS 

 
1. SCOPE OF SERVICES. 
Provider will render Enhanced Care Management (“ECM”) services as defined and further described in 
Attachment A-1 to this Exhibit (“Enhanced Care Management Requirements”) and the San Francisco 
Health Plan Enhanced Care Management Program Guide (“Program Guide”) as amended periodically 
and available on SFHP’s website at https://www.sfhp.org/.  Both Attachment A-1 and the Program Guide 
are incorporated herein by reference.    
Provider will render these services for Health Plan’s Medi-Cal line of business only.  ECM services shall 
be rendered in accordance with all requirements indicated in the attachments noted above, and those 
of the Agreement herein. 
 
2. RATES. 

Provider will accept the following rates as payment in full for Authorized ECM Covered Services for all 
ECM-eligible Members: 

$300.00 per ECM service/ visit 
$50.00 per outreach  

Provider agrees to submit compete encounter data documenting all services provided to Members.  
 
3. LOCATIONS. 
Entities and locations covered by this Agreement and other relevant information: 

Tax ID: 94-6000417 
NPI: 1912615188 
Address:Dept. of Disability & Aging Services, 1650 Mission Street, SF, CA 94103 

  

https://www.sfhp.org/
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ATTACHMENT A-1 
ENHANCED CARE MANAGEMENT REQUIREMENTS 

 
1. DEFINITIONS. 
Community Supports means DHCS-approved services or settings that Health Plan offers in place of 
services or settings covered under the California Medicaid State Plan and are medically appropriate, 
cost-effective alternatives or settings under the State Plan. 
Community Supports Provider means an individual or entity contracted with Health Plan to provide a 
Community Supports service approved by the DHCS.     
Enhanced Care Management (“ECM”) means a whole-person, interdisciplinary approach to care that 
addresses the clinical and non-clinical needs of high-need and/or high-cost Members through 
systematic coordination of services and comprehensive care management that is community-based, 
interdisciplinary, high-touch, and person-centered. ECM is a Medi-Cal benefit. 
ECM Provider means a Provider of ECM. ECM Providers are community-based entities with experience 
and expertise providing intensive, in-person care management services to individuals in one or more of 
the Populations of Focus for ECM.  For the purposes of this Attachment A-1, “ECM Provider” shall mean 
the same as “Provider” referenced in other areas of the Agreement. 
Lead Care Manager means a Member’s designated care manager for ECM, who works for the ECM 
Provider organization. The Lead Care Manager operates as part of the Member’s multi-disciplinary care 
team and is responsible for coordinating all aspects of ECM and any Community Supports. To the extent 
a Member has other care managers, the Lead Care Manager will be responsible for coordinating with 
those individuals and/or entities to ensure a seamless experience for the Member and non-duplication 
of services.  
Personal Information has the same meaning as the term “personal information” as defined in Information 
Practices Act at California Civil Code section 1798.3(a). 
 
2. ECM PROVIDER REQUIREMENTS. 

Provider Experience and Qualifications 
a. ECM Provider shall be experienced in serving the ECM population(s) of focus it will serve, as 

assessed by and acceptable to Health Plan. 
b. ECM Provider shall have experience and expertise with the services it will provide. 
c. ECM Provider shall comply with all applicable state and federal laws and regulations and all 

ECM benefit requirements in the DHCS-Health Plan ECM and Community Supports contract 
and associated guidance.  ECM Provider acknowledges additional requirements and guidance 
are available in the ECM Program Guide (hereafter “Program Guide”), as amended periodically, 
available on SFHP’s website at https://www.sfhp.org/.  

d. ECM Provider shall have the capacity to provide culturally appropriate and timely in-person care 
management activities including accompanying Members to critical appointments when 
necessary. 

e. ECM Provider shall be able to communicate in culturally and linguistically appropriate and 
accessible ways. 

f. ECM Provider shall have processes and written agreements, such as a memorandum of 
understanding, in place to engage and cooperate with area hospitals, primary care practices, 
behavioral health providers, specialists, and other entities, including Community Supports 
Providers, to coordinate care as appropriate to each Member. 

https://www.sfhp.org/
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g. ECM Provider shall use a care management documentation system or process that supports 
the documentation and integration of physical, behavioral, social service, and administrative 
data and information from other entities to support the management and maintenance of a 
Member care plan that can be shared with other Providers and organizations involved in each 
Member’s care. Care management documentation systems may include Certified Electronic 
Health Record Technology, or other documentation tools that can: document Member goals and 
goal attainment status; develop and assign care team tasks; define and support Member care 
coordination and care management needs; gather information from other sources to identify 
Member needs and support care team coordination and communication and support 
notifications regarding Member health status and transitions in care (e.g., discharges from a 
hospital, long-term care facility, housing status). 

Medicaid Enrollment/Vetting for ECM Providers 
h. If a State-level enrollment pathway exists, ECM Provider shall enroll as a Medi-Cal provider, 

pursuant to relevant DHCS APLs including Provider Credentialing/Recredentialing and 
Screening/Enrollment APL 19-004. 

i. If APL 19-004 does not apply to an ECM Provider, the ECM Provider must comply with the 
Health Plan’s process for vetting the ECM Provider, which may extend to individuals employed 
by or delivering services on behalf of the ECM Provider, to ensure it can meet the capabilities 
and standards required to be an ECM Provider. 

Information Systems and Data Security 
j. ECM Provider may utilize information technology (“IT”) systems and platforms to provide the 

Covered Services listed herein. ECM Provider will be responsible for all costs related to use 
and maintenance of such information systems and other IT and communications systems. 
Systems and all data shall be monitored and safeguarded against physical and cybersecurity 
threats in accordance with industry best practices, compliant with HIPAA, California medical 
confidentiality laws, Health Plan’s applicable government contracts (including but not limited to 
Health Plan’s DHCS contract, Exhibit G), and any other applicable laws. ECM Provider shall 
furnish results of any third-party external information security assessments and copies of its 
information security policies to Health Plan upon request. 

 
3. IDENTIFYING MEMBERS FOR ECM. 

a. ECM Provider is encouraged to identify Members who would benefit from ECM and send a 
request to Health Plan, to determine if the Member is eligible for ECM, consistent with Health 
Plan’s process for such request as outlined in the Program Guide. 

 
4. MEMBER ASSIGNMENT TO AN ECM PROVIDER. 

a. Health Plan shall communicate new Member assignments to ECM Provider as soon as possible, 
but in any event no later than ten business days after ECM authorization.   

b. ECM Provider shall immediately accept all Members assigned by Health Plan for ECM, with the 
exception that an ECM Provider shall be permitted to decline a Member assignment if ECM 
Provider is at its pre-determined capacity. ECM Provider shall immediately alert Plan if it does 
not have the capacity to accept a Member assignment.  

c. Upon initiation of ECM, ECM Provider shall notify Health Plan of Member’s enrollment with ECM 
Provider for ECM on the next monthly enrollment report due to Health Plan, as outlined in the 
Program Guide. ECM Provider shall ensure each Member assigned has a Lead Care Manager 
who interacts directly with the Member and/or their family member(s), guardian, caregiver, 
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and/or authorized support person(s), as appropriate, and coordinates all covered physical, 
behavioral, developmental, oral health, long-term services and supports (“LTSS”), Specialty 
Mental Health Services, Drug Medi-Cal/Drug Medi-Cal Organized Delivery System services, any 
Community Supports, and other services that address social determinants of health (“SDOH”) 
needs, regardless of setting. 

d. ECM Provider shall advise the Member on the process for changing ECM Providers, which is 
permitted to be initiated at any time. 
i. ECM Provider shall advise the Member on the process for switching ECM Providers, if 

requested. 
ii. ECM Provider shall notify Health Plan if the Member wishes to change ECM Providers. 
iii. Health Plan must implement any requested ECM Provider change within thirty days. 

 
5. ECM PROVIDER STAFFING. 

a. At all times, ECM Provider shall have adequate staff to ensure its ability to carry out 
responsibilities for each assigned Member consistent with this Agreement, the DHCS-Health 
Plan ECM contract and any other related DHCS or Health Plan guidance. 

b.  ECM Provider shall submit regular capacity reports as outlined in the Program Guide.  
 

6. ECM PROVIDER OUTREACH AND MEMBER ENGAGEMENT. 
a. ECM Provider shall be responsible for conducting outreach to each assigned Member and 

engaging each assigned Member into ECM, in accordance with the Program Guide. 
b. ECM Provider shall ensure outreach to assigned Members prioritizes those with the highest 

level of risk and need for ECM. 
c. ECM Provider shall conduct outreach primarily through in-person interaction where Members 

and/or their family member(s), guardian, caregiver, and/or authorized support person(s) live, 
seek care, or prefer to access services in their community. ECM Provider may supplement in-
person visits with secure teleconferencing and telehealth, where appropriate and with the 
Member’s consent. 
i. ECM Provider shall use the following modalities, as appropriate and as authorized by the 

Member and in compliance with applicable state and federal laws, if in-person modalities are 
unsuccessful or to reflect a Member’s stated contact preferences: (a) mail, (b) email, (c) 
texts, (d) telephone calls, (e) telehealth. 

 d. ECM Provider shall comply with non-discrimination requirements set forth in State and Federal 
law and this Agreement. 

 
7. INITIATING DELIVERY OF ECM. 

a. ECM Provider shall obtain, document, and manage Member authorization for the sharing of 
Personal Information and Protected Health Information between Health Plan and ECM, 
Community Supports, and other providers involved in the provision of Member care to the extent 
required by federal law. 

b. Member authorization for ECM-related data sharing is not required for the ECM Provider to 
initiate delivery of ECM unless such authorization is required by federal law. 
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c. When federal law requires authorization for data sharing, ECM Provider shall obtain Member 
authorization for such data sharing and communicate back to Health Plan and maintain 
documentation of Member authorization in accordance with applicable laws. 

d. ECM Provider shall notify Health Plan in a regular report, as outlined in the Program Guide, of 
its decision to discontinue ECM should the following circumstances apply to the Member: 
i. The Member has met their care plan goals for ECM; 
ii. The Member is ready to transition to a lower level of care; 
iii. The Member no longer wishes to receive ECM or is unresponsive or unwilling to engage; 

and/or 
iv. ECM Provider has not had any contact with the Member despite multiple attempts. 

 
8. ECM REQUIREMENTS AND CORE SERVICE COMPONENTS OF ECM. 

a. ECM Provider shall ensure ECM is a whole-person, interdisciplinary approach to care that 
addresses the clinical and non-clinical needs of high-need and/or high-cost Medi-Cal Members 
enrolled in managed care. ECM Provider shall ensure the approach is person-centered, goal 
oriented, and culturally appropriate. ECM Provider shall participate in readiness and training 
activities facilitated by the Plan.  
i. If the ECM Provider subcontracts with other entities to administer ECM functions, the ECM 

Provider shall ensure agreements with each entity bind the entities to the terms and 
conditions set forth here and that its Subcontractors comply with all requirements in this 
Agreement and the DHCS-Health Plan ECM Community Supports contract. 

b. ECM Provider shall: 
i. Ensure each Member receiving ECM has a Lead Care Manager; 
ii. Coordinate across all sources of care management in the event that a Member is receiving 

care management from multiple sources; 
iii. Alert Health Plan to ensure non-duplication of services in the event that a Member is 

receiving care management or duplication of services from multiple sources; and 
iv. Follow Health Plan instruction and participate in efforts to ensure ECM and other care 

management services are not duplicative. 
c. ECM Provider shall collaborate with area hospitals, Primary Care Providers (when not serving 

as the ECM Provider), behavioral health providers, specialists, dental providers, providers of 
services for LTSS and other associated entities, such as Community Supports Providers, as 
appropriate, to coordinate Member care. 

d. ECM Provider shall provide all core service components of ECM to each assigned Member, in 
compliance with DHCS ECM policies and procedures and the Program Guide, as follows: 
i. Outreach and Engagement of Health Plan Members into ECM, as described in this 

Attachment A-1 and the Program Guide.  
ii. Comprehensive Assessment and Care Management Plan, which shall include, but is not 

limited to: 
a. Engaging with each Member authorized to receive ECM primarily through in-person 

contact. When in-person communication is unavailable or does not meet the needs of 
the Member, the ECM Provider shall use alternative methods (including innovative use 
of telehealth) to provide culturally appropriate and accessible communication in 
accordance with Member choice. 
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b. Identify necessary clinical and non-clinical resources that may be needed to 
appropriately assess Member health status and gaps in care, and may be needed to 
inform the development of an individualized Care Management Plan. 

c. Developing a comprehensive, individualized, person-centered care plan by working with 
the Member and/or their family member(s), guardian, authorized representative (“AR”), 
caregiver, and/or authorized support person(s) as appropriate to assess strengths, risks, 
needs, goals and preferences and make recommendations for service needs;  

d. Incorporating into the Member’s care plan identified needs and strategies to address 
those needs, including, but not limited to, physical and developmental health, mental 
health, dementia, substance use disorder (“SUD”), LTSS, oral health, palliative care, 
necessary community- based and social services, and housing; 

e. Ensuring the care plan is reassessed at a frequency appropriate for the Member’s 
individual progress or changes in needs and/or as identified in the Care Management 
Plan; and 

f. Ensuring the Care Management Plan is reviewed, maintained and updated under 
appropriate clinical oversight, and in accordance with Health Plan instructions in the 
Program Guide. 

iii. Enhanced Coordination of Care, which shall include, but is not limited to: 
a. Organizing patient care activities, as laid out in the Care Management Plan, sharing 

information with those involved as part of the Member’s multi-disciplinary care team, and 
implementing activities identified in the Member’s Care Management Plan; 

b. Maintaining regular contact with all Providers, that are identified as being a part of the 
Member’s multi-disciplinary care team, who’s input is necessary for successful 
implementation of Member goals and needs; 

c. Ensuring care is continuous and integrated among all service Providers and referring to 
and following up with primary care, physical and developmental health, mental health, 
SUD treatment, LTSS, oral health, palliative care, and necessary community-based and 
social services, including housing, as needed; 

d. Providing support to engage the Member in their treatment, including coordination for 
medication review and/or reconciliation, scheduling appointments, providing 
appointment reminders, coordinating transportation, accompaniment to critical 
appointments, and identifying and helping to address other barriers to Member 
engagement in treatment; 

e. Communicating the Member’s needs and preferences timely to the Member’s multi-
disciplinary care team in a manner that ensures safe, appropriate, and effective person-
centered care; and 

f. Ensuring regular contact with the Member and their family member(s), AR, guardian, 
caregiver, and/or authorized support person(s), when appropriate, consistent with the 
care plan. 

iv. Health Promotion, which shall adhere to federal care coordination and continuity of care 
requirements (42 CFR 438.208(b)) and shall include, but is not limited to: 
a. Working with Members to identify and build on successes and potential family and/or 

support networks; 
b. Providing services to encourage and support Members to make lifestyle choices based 

on healthy behavior, with the goal of supporting Members’ ability to successfully monitor 
and manage their health; and 
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c. Supporting Members in strengthening skills that enable them to identify and access 
resources to assist them in managing their conditions and preventing other chronic 
conditions. 

v. Comprehensive Transitional Care, which shall include, but is not limited to: 
a. Developing strategies to reduce avoidable Member admissions and readmissions across 

all Members receiving ECM; 
b. For Members who are experiencing, or who are likely to experience a care transition: 

(i) Developing and regularly updating a transition of care plan for the Member; 
(ii) Evaluating a Member’s medical care needs and coordinating any support services to 

facilitate safe and appropriate transitions from and among treatment facilities, 
including admissions and discharges; 

(iii) Tracking each Member’s admission and/or discharge to or from an emergency 
department, hospital inpatient facility, skilled nursing facility, residential or treatment 
facility, incarceration facility, or other treatment center and communicating with the 
appropriate care team members; 

(iv) Coordinating medication review/reconciliation; and 
(v) Providing adherence support and referral to appropriate services. 

vi. Member and Family Supports, which shall include, but are not limited to: 
a. Documenting a Member’s designated family member(s), AR, guardian, caregiver, and/or 

authorized support person(s) and ensuring all appropriate authorizations are in place to 
ensure effective communication between the ECM Providers, the Member and/or their 
family member(s), guardian, caregiver, and/or authorized support person(s) and Health 
Plan, as applicable; 

b. Activities to ensure the Member and/or their family member(s), AR, guardian, caregiver, 
and/or authorized support person(s) are knowledgeable about the Member’s condition(s) 
with the overall goal of improving the Member’s care planning and follow-up, adherence 
to treatment, and medication management, in accordance with Federal, State and local 
privacy and confidentiality laws; 

c. Ensuring the Member’s ECM Provider serves as the primary point of contact for the 
Member and/or family member(s), AR, guardian, caregiver, and/or authorized support 
person(s); 

d. Identifying supports needed for the Member and/or their family member(s), AR, guardian, 
caregiver, and/or authorized support person(s) to manage the Member’s condition and 
assist them in accessing needed support services; 

e. Providing for appropriate education of the Member and/or their family member(s), AR, 
guardian, caregiver, and/or authorized support person(s) about care instructions for the 
Member; and 

f. Ensuring that the Member has a copy of their care plan and information about how to 
request updates. 

vii. Coordination of and Referral to Community and Social Support Services, which shall include, 
but are not limited to: 
a. Determining appropriate services to meet the needs of Members, including services that 

address SDOH needs, including housing, and services offered by Health Plan as 
Community Supports; and 

b. Coordinating and referring Members to available community resources and following up 
with Members to ensure services were rendered (i.e., “closed loop referrals”). 
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9. TRAINING. 

a. ECM Providers shall participate in all mandatory, provider-focused ECM training and technical 
assistance provided by Health Plan, including in-person sessions, webinars, and/or calls, as 
necessary. 

 
10. DATA SHARING TO SUPPORT ECM. 

a. Health Plan will provide to ECM Provider the following data at the time of assignment and 
periodically thereafter, as outlined in the Program Guide, and following DHCS guidance for data 
sharing where applicable: 
i. Member assignment files, defined as a list of Medi-Cal Members authorized for ECM and 

assigned to the ECM Provider; 
ii. Encounter and/or claims data; 
iii. Physical, behavioral, administrative and SDOH data (e.g., Homeless Management 

Information System (HMIS data)) for all assigned Members; and 
iv. Reports of performance on quality measures and/or metrics, as requested and mutually 

agreed by Health Plan. 
b. The Parties will ensure any such data sharing shall be in accordance with applicable laws and 

requirements of Regulatory Agencies for the protection of PHI and other confidential information. 
 

11. CLAIMS SUBMISSION AND REPORTING. 
a. ECM Provider shall submit claims for the provision of ECM-related services to Health Plan using 

the national standard specifications and code sets to be defined by DHCS, and as outlined in 
Exhibit A. 

b. In the event ECM Provider is unable to submit claims to Health Plan for ECM-related services 
using the national standard specifications and DHCS-defined code sets, ECM Provider shall 
submit an invoice to Health Plan with a minimum set of data elements (to be defined by DHCS) 
necessary for Health Plan to convert the invoice to an encounter for submission to DHCS.  
Invoices are to be submitted in accordance with the timely filing requirements applicable to 
claims outlined in the Claims Operations Manual.  No payment shall be made for invoices that 
do not meet these standards. 

 
12. QUALITY AND OVERSIGHT. 

a. ECM Provider acknowledges Health Plan will conduct oversight of its participation in ECM to 
ensure the quality of ECM and ongoing compliance with all requirements, which will include 
regular audits and corrective actions as outlined below. 

b. ECM Provider shall respond to all Health Plan requests for information and documentation in a 
timely manner to permit ongoing monitoring of ECM, including all reports required by Health 
Plan and as further detailed in the Program Guide. 

c. In the event ECM Provider’s performance is found deficient in rendering the services outlined 
herein, Health Plan may at any time provide notice of corrective action and shall set forth the 
deficiencies in ECM Provider’s performance.  Upon receipt of the notice, ECM Provider shall 
submit a corrective action plan to Health Plan within thirty (30) calendar days, subject to approval 



   
 

 
SFHP - SF Dept Disability and Aging Services (ECM)        Page 26 of 43 
Effective 7/1/2023 

by Health Plan, to correct such deficiencies within a time period mutually agreed upon by the 
Parties and to the reasonable satisfaction of Health Plan. Health Plan shall perform any 
additional audits, as necessary, to verify the completion of corrective action plan(s). In the event 
such deficiencies are not corrected to the reasonable satisfaction of Health Plan, Health Plan 
reserves the right to exercise any and all remedies available to Health Plan under this 
Agreement, including but not limited to termination of provider’s status as a participating ECM 
Provider, and termination of the Agreement. 

 
13. PAYMENT FOR ECM. 

a. Health Plan shall pay contracted ECM Providers for the provision of ECM in accordance with 
Article 7 and Exhibit A of the Agreement. 

b. ECM Provider is eligible to receive payment when ECM is initiated for any eligible Member who 
has been duly enrolled with ECM Provider for ECM. 
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EXHIBIT B 
COMPLIANCE WITH LAW 

 
Health Plan and Provider agree that each will comply with all applicable requirements of local, 

state, and federal laws and regulations, whether or not contained in this Exhibit.  The parties shall 
comply with the legal requirements stated in this Exhibit B, which shall supplement the Agreement 
between Provider and Health Plan, and further understand that this Exhibit is not exhaustive. 

 
In the event of any conflict between the terms and conditions of this Exhibit B (including any 

attachments) and those contained in the Agreement, the terms and conditions of this Exhibit shall 
control.  Notwithstanding the foregoing, if such conflict is in regard to a retention period, the provision 
calling for the longer retention period shall control. 

 
1. Health Plan Licensing Requirements.  Provider understands that as a subcontractor of Health 

Plan, Provider is subject to the requirements set forth under the Knox-Keene Health Care 
Service Plan Act of 1975 and related regulations promulgated by the California Department of 
Managed Health Care, as further described on Attachment I, Health Plan Licensing 
Requirements. 

2. Medi-Cal Program Requirements.  Provider understands that Health Plan is a Medi-Cal 
Managed Care Health Plan and subject to requirements under applicable laws and regulations, 
as well as the contractual obligations set forth under the Medi-Cal Agreement.  As a 
subcontractor to Health Plan, Provider is likewise required to comply with the requirements of 
the Medi-Cal program, as further described on Attachment II, Medi-Cal Program Provisions. 

3. Immigration Compliance.   Provider warrants, represents and agrees that Covered Services 
will not be performed under the Agreement by any person who is an unauthorized alien under 
the Immigration and Reform and Control Act of 1986 (as the same has been or may be 
amended) or its implementing regulations. Provider shall ensure that each and every person 
performing Covered Services shall be a citizen or permanent resident of the United States, or 
have a valid United States visa authorizing employment in the United States, and shall be 
permitted to work for federal contractors, including but not limited to Medicare and Medicaid 
contractors. 

4. Export Regulations.  Provider acknowledges its obligations to control access to technical data 
under the U.S. Export Laws and Regulations and agrees to adhere to such laws and regulations 
with regard to any technical data received under this Agreement. 

5. Federal Equal Opportunity Requirements 

a) Discrimination.  Provider will not discriminate against any employee or applicant for 
employment because of race, color, religion, sex, national origin, physical or mental 
handicap, disability, age or status as a disabled veteran or veteran of the Vietnam era. 
Provider will take affirmative action to ensure that qualified applicants are employed, and 
that employees are treated during employment, without regard to their race, color, 
religion, sex, national origin, physical or mental handicap, disability, age or status as a 
disabled veteran or veteran of the Vietnam era. Such action shall include, but not be limited 
to the following: employment, upgrading, demotion or transfer; recruitment or recruitment 
advertising; layoff or termination; rates of pay or other forms of compensation; and career 
development opportunities and selection for training, including apprenticeship. 

b) Posting.  Provider shall  post  in  conspicuous  places,  available  to  employees  and 
applicants for employment, notices to be provided by the Federal Government or DHCS, 
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setting forth the provisions of the Equal Opportunity clause, Section 503 of the 
Rehabilitation Act of 1973, the affirmative action clause required by the Vietnam Era 
Veterans’ Readjustment Assistance Act of 1974 (38 USC Section 4212) and of the 
Federal Executive Order No. 11246 as amended, including by Executive Order 11375, 
“Amending Executive Order 11246 Relating to Equal Employment Opportunity,” and as 
supplemented by regulation at 41 CFR 60, “Office of the Federal Contract Compliance 
Programs, Equal Employment Opportunity, Department of Labor,” and of the rules, 
regulations, and relevant orders  of  the  Secretary  of  Labor.  Such  notices  shall  state  
Provider’s obligation under the law to take affirmative action to employ and advance in 
employment  qualified  applicants  without  discrimination  based  on  their  race, color, 
religion, sex, national origin physical or mental handicap, disability, age or status as a 
disabled veteran or veteran of the Vietnam era and the rights of applicants and employees. 

6. Fraud and Abuse Prevention and Detection.  Provider shall comply with all fraud and abuse 
related laws and regulations as well as any and all Health Plan fraud and abuse prevention 
requirements. This shall include, but is not limited to, the following: 

a) Provide Health Plan with all data needed to investigate potential cases of fraud and abuse; 

b) Permit Health Plan access to Provider’s (and Provider’s subcontractors’) books and 
records and facilities in order to complete any fraud investigations; 

c) Require Provider to represent and warrant that all claims, encounter data and other 
report represents truthful and accurate information; and  

d) Require disclosure of any sanctions for a health care related offense of Provider or its 
subcontractors. 
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Attachment I to Exhibit B 

Health Plan Licensing Requirements 
 
The following provisions are required by (i) federal statutes and regulations applicable to Health Plan, 
or (ii) state statutes and regulations applicable to health care service plans.  Any purported 
modifications to these provisions inconsistent with such statutes, regulations, and agreements shall 
be null and void. In the event of any conflict between the terms and conditions of the Agreement, 
including those by amendment or attachment, and those contained in this Attachment I to Exhibit B, 
the terms and conditions of Attachment I to Exhibit B shall control. 
 

DMHC Provisions 
 

1) In the event that Health Plan fails to pay Provider for Covered Services, the Member or 
subscriber shall not be liable to Provider for any sums owed by Health Plan.  Provider shall not 
collect or attempt to collect from a Member or subscriber any sums owed to Provider by the 
Health Plan.  Provider, or agent, trustee, or assignee thereof, may not and will not maintain any 
action at law against a Member or subscriber to collect sums owed to the Provider by Health 
Plan.  (Health and Safety Code Section 1379) 

 
2) To the extent that any of Health Plan’s quality of care review functions or systems are 

administered by Provider, Provider shall deliver to Health Plan any information requested in 
order to monitor or require compliance with Health Plan’s quality of care review system.  (Rule 
1300.51, J-5) 

 
3) Provider is responsible for coordinating the provision of health care services to Members who 

select Provider if Provider is a primary care physician.  (Rule 1300.67.1(a)) 
 

4) Provider shall maintain Member medical records in a readily available manner that permits 
sharing within Health Plan of all pertinent information relating to the health care of Members.  
(Rule 1300.67.1(c)) 

 
5) Provider shall maintain reasonable hours of operation and make reasonable provisions for after-

hour services.  (Rule 1300.67.2(b)) 
 

6) To the extent Provider has any role in rendering emergency health care services, Provider shall 
make such emergency health care services available and accessible twenty-four (24) hours a 
day, seven days a week.  (Rule 1300.67.2(c)) 

 
7) Provider shall participate in Health Plan’s system for monitoring and evaluating accessibility of 

care including but not limited to waiting times and appointment availability and addressing 
problems that may develop.  Provider shall timely notify Health Plan of any changes to address 
or inability to maintain Health Plan’s access standards.  (Rule 1300.67.2(f)) 

 
8) Health Plan is subject to the requirements of the Knox-Keene Health Care Service Plan Act of 

1975, as amended (Chapter 2.2 of Division 2 of the Health and Safety Code), and the 
Regulations promulgated hereunder (Chapter 2, Division 1 of Title 28 of the California Code of 
Regulations).  Any provision of the aforementioned statutes or regulations that are required to 
be in this Agreement shall bind the Health Plan whether or not expressly set forth in this 
Agreement.  (Rule 1300.67.4(a)(9)) 
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9) Upon the termination of this Agreement, Health Plan shall be liable for Covered Services 
rendered by Provider (other than for copayments) to a subscriber or Member who retains 
eligibility under the applicable plan contract or by operation of law under the care of Provider at 
the time of termination of the Agreement until the services being rendered to the subscriber or 
Member by Provider are completed, unless the Health Plan makes reasonable and medically 
appropriate provision for the assumption of services by a contracting provider.  (Health and 
Safety Code Section 1373.96) (Rule 1300.67.4(a)(10)) 

 
10) Any written communications to Members that concern a termination of this agreement shall 

comply with the notification requirements set forth in Health and Safety Code Section 1373.65(f) 
 

11) Provider shall maintain all records and provide all information to the Health Plan or the DMHC 
as may be necessary for compliance by the Health Plan with the provisions of the Knox-Keene 
Health Care Service Plan Act of 1975, as amended and any regulations promulgated 
thereunder.  To the extent feasible, all such records shall be located in this state.  Provider shall 
retain such records for at least ten years; this obligation shall not terminate upon termination of 
the Agreement, whether by rescission or otherwise.  (Health and Safety Code Section 1381) 

 
12) Provider shall afford Health Plan and the DMHC access at reasonable times upon demand to 

the books, records and papers of Provider relating to health services provided to Members and 
subscribers, to the cost thereof, to payments received by Provider from Members and 
subscribers of the Health Plan (or from others on their behalf), and, unless Provider is 
compensated on a fee-for-services basis, to the financial condition of Provider. Provider shall 
promptly deliver to Health Plan, any financial information requested by Health Plan for the 
purpose of determining Provider’s ability to bear capitation or other applicable forms of risk 
sharing compensation.  (Rule 1300.67.8(c)).  If Provider has been delegated claims processing 
services, Provider shall also make available to Health Plan and DMHC all records, notes and 
documents regarding its provider dispute resolution mechanism(s) and the resolution of its 
provider disputes.  Rule 1300.71(e)(4). 

 
13) Provider shall not and is hereby prohibited from demanding surcharges from Members for 

Covered Services.  Should Health Plan receive notice of any such surcharges by Provider, 
Health Plan may take any action it deems appropriate including but not limited to demanding 
repayment by Provider to Members of any surcharges, terminating this Agreement, repaying 
surcharges to Members and offsetting the cost against any amounts otherwise owing to 
Provider.  (Rule 1300.67.8(d)) 

 
14) Upon Health Plan’s request, provider shall report all co-payments paid by Members to provider. 

(Health and Safety Code Section 1385) 
 

15) To the extent that any of Health Plan’s quality assurance functions are delegated to Provider, 
Provider shall promptly deliver to Health Plan all information requested for the purpose of 
monitoring and evaluating Provider’s performance of those quality assurance functions.  (Rule 
1300.70) 

 
16) Provider may utilize Health Plan’s Provider Dispute Resolution Process by phoning or writing 

the Claims Department, San Francisco Health Plan, P.O. Box 194247, San Francisco, CA 94119 
Phone 415-547-7818 ext. 7115.  The Provider Dispute Resolution Process, however, does not 
and cannot serve as an appeal process from any fair hearing proceeding held pursuant to Health 
and Safety Code Section 809, et. seq.  Please see the Provider Manual for more information 
regarding the dispute resolution process.  (Health and Safety Code Section 1367(h).) (Rule 
1300.71.38) 
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17) The written contract between Health Plan and Provider shall be prepared or arranged in a 

manner which permits confidential treatment by the Director of payment rendered or to be 
rendered to the provider without concealment or misunderstanding of other terms and provisions 
of the Agreement. 

 
18) For any material revision to the Agreement or to the sub-delegation of duties by the parties, the 

parties shall receive prior authorization from the DMHC.  (Rule 1300.52.4) 
 

19) A description of the grievance procedure shall be readily available at each Provider facility.  
Provider shall provide grievance forms and assist Members in filing grievances.  Provider shall 
cooperate with Health Plan in responding to Member grievances and requests for independent 
medical reviews.  (Rule 1300.68(b)) 

 
20) In the event a Member seeks and obtains a recovery from a third party or a third party’s insurer 

for injuries caused to that Member, and only to the extent permitted by the Member’s evidence 
of coverage and by California law, Provider may have the right to assert a third party lien for and 
to recover from the Member the reasonable value of Covered Services provided to the Member 
by Provider for the injuries caused by the third party.  Health Plan shall similarly have the right 
to assert a lien for and recover for payments made by Health Plan for such injuries.  Provider 
shall cooperate with Health Plan in identifying such third-party liability claims and in providing 
such information.  Pursuit and recovery of under third party liens shall be conducted in 
accordance with California Civil Code Section 3040. 
 

21) Provider is entitled to all protections afforded under the Health Care Providers’ Bill of Rights. 
(Health & Safety Code Section 1375.7) 
 

22) Health Plan and Provider shall comply with the provisions of Section 56.107 of the California 
Civil Code.  Upon Health Plan’s notification to Provider about a Member’s request for confidential 
communication, as defined in California Civil Code § 56.107, Provider shall provide 
communications to Member in the form and format, or at alternative locations, as requested by 
Member.  Health Plan and Provider shall not require a Protected Individual to obtain the 
policyholder, primary subscriber, or other enrollee’s authorization to receive Sensitive Services 
or to submit a claim for Sensitive Services if the Protected Individual has the right to consent to 
care.  The terms “Protected Individual” and “Sensitive Services” shall have the meanings 
prescribed under California Civil Code Section 56.05.  Health Plan and Provider shall direct all 
communications regarding a Protected Individual’s receipt of Sensitive Services directly to the 
Protected Individual in the form and format, or at alternative locations, as requested by the 
Protected Individual and in compliance with Section 56.107, subsections (a)(3) and (b)(1) of the 
California Civil Code.  Health Plan and Provider recognize the right of a Protected Individual to 
exclusively exercise rights granted under Section 56.107 regarding medical information related 
to Sensitive Services, and neither Health Plan nor Provider shall disclose medical information 
related to Sensitive Services provided to a Protected Individual to the policyholder, primary 
subscriber, or any Health Plan enrollee other than the Protected Individual receiving care, 
absent an express written authorization.  Health Plan shall not condition enrollment or coverage 
on the waiver of rights provided in this Section.  (Health & Safety Code § 1348.5; California Civil 
Code §§ 56.107, 56.05, and 56.35) 
 

23) Health Plan and Provider agree that there are no monetary or other incentives to induce Provider 
or its Participating Providers to: (i) provide care to a Member in a manner inconsistent with the 
coverage requirements; nor to (ii) deny, reduce, limit, or delay specific, medically necessary, 
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and appropriate services provided with respect to a specific Member or groups of Members with 
similar medical conditions.  (Health & Safety Code §§ 1367.62(a)(3) and 1348.6). 
 

24) Where Provider’s or Provider personnel’s licensure or certification is required by law, Provider 
and/or its personnel shall be licensed or certified by its respective board or agency. If Provider’s 
equipment is required to be licensed or registered by law, it shall be so licensed or registered, 
and the operating personnel for that equipment shall be licensed or certified as required by law. 
(Health & Safety Code § 1367(b) and (c)). 
 

25) In the event Provider has been delegated claims processing services, Provider shall be 
obligated to accept and adjudicate claims for health care services provided to Members, and 
establish and maintain a fair, fast and cost-effective dispute resolution mechanism to process 
and resolve provider disputes, in accordance with the provisions of Sections 1371, 1371.1, 
1371.2, 1371.22, 1371.35, 1371.36, 1371.37, 1371.38, 1371.4, and 1371.8 of the Health and 
Safety Code and sections 1300.71, 1300.71.38, 1300.71.4, and 1300.77.4 of Title 28 of the 
California Code of Regulations. (28 CCR 1300.71(e)). 
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Attachment II to Exhibit B 
 Medi-Cal Program Provisions 

 
Provider understands that Health Plan is a Medi-Cal Managed Care Health Plan and subject to 
requirements under applicable laws, regulations, and contractual obligations set forth under the 
contract between Health Plan and the California Department of Health Care Services (the “Medi-Cal 
Agreement”).  This Exhibit sets forth requirements pursuant to DHCS APL 17-004 and the Medi-Cal 
Agreement, and applies to contracts with any individual or entity who is classified as a “subcontractor” 
of Health Plan, as that term is defined in 42 C.F.R. § 438.2. In the event of any conflict between the 
terms and conditions of the Agreement, including those by amendment or attachment, and those 
contained in this Attachment II to Exhibit B, the terms and conditions of Attachment II to Exhibit B shall 
control.  
 
Provider has been identified as a subcontractor of Health Plan and subject to the requirements below. 
 

1. Compliance with Legal and Regulatory Requirements and the Medi-Cal Managed Care 
Program.  Provider agrees to comply with all applicable state and federal Medicaid laws and 
regulations, including applicable sub regulatory guidance, contractual requirements set forth 
under the Medi-Cal Agreement, and the applicable requirements of the Medi-Cal Managed Care 
Program.  Provider further understands and agrees that this Agreement is governed by and 
construed in accordance with all laws and applicable regulations governing the contract between 
Health Plan and DHCS. (22 C.C.R. § 53250(c)(2); Exhibit A, Attachment 6, Provisions 14.B.2 
and 14.B.21 of the Medi-Cal Agreement)  
 

2. Approval by DHCS.  Provider understands that the Agreement is effective upon written 
approval by DHCS, or by operation of law where DHCS has acknowledged receipt and has 
failed to approve or disapprove the Agreement within 60 days of receipt.  Amendments shall 
be submitted to DHCS for prior approval, at least 30 days before the effective date of any 
proposed changes governing compensation, services, or terms.  Proposed changes, which are 
neither approved nor disapproved by DHCS, shall become effective by operation of law thirty 
(30) calendar days after DHCS has acknowledged receipt, or upon the date specified in the 
amendment, whichever is later. (22 C.C.R. § 53250(c)(3); Exhibit A, Attachment 6, Provision 
14.B.3 of the Medi-Cal Agreement) 
 

3. Emergency Services.  In the event that Provider is delegated risk for non-contracting 
emergency services, Provider shall provide the services in compliance with applicable State 
and Federal law as well as applicable sections of the Medi-Cal Agreement (including but not 
limited to, 22 CCR § 53855 and Exhibit A, Attachment 8, Provision 13 of the Medi-Cal 
Agreement). (Exhibit A, Attachment 6, Provision 14.B.5 of the Medi-Cal Agreement) 
 

4. Reports.  Provider agrees to submit any reports required by Health Plan, in a form acceptable 
to Health Plan. (22 C.C.R. § 53250(c)(5); Exhibit A, Attachment 6, Provision 14.B.6 of the Medi-
Cal Agreement) 
 

5. Monitoring Rights.  Provider shall comply with all monitoring provisions of the Medi-Cal 
Agreement and any monitoring requests by DHCS.  Provider understands that authorized State 
and Federal agencies have the right to monitor all aspects of Health Plan’s operation for proper 
compliance, including, the inspection and auditing of Provider, which can be announced or 
unannounced.  Provider is required to provide reasonable facilities, cooperation, and assistance 
to such agency representatives in the performance of their duties. (42 C.F.R. § 438.3(h); Exhibit 
A, Attachment 6, Provision 14.B.7 of the Medi-Cal Agreement) 
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6. Audit and Inspection.  Provider agrees to make all of its premises, facilities, equipment, 
books, records, contracts, computer and other electronic systems pertaining to the goods and 
services furnished under the terms of the Agreement, available for the purpose of an audit, 
inspection, evaluation, examination or copying, including but not limited to Access 
Requirements and State’s Right to Monitor, as set forth in Exhibit E, Attachment 2, Provision 
20 of the Medi-Cal Agreement: 

 
a) By DHCS, CMS, Department of Health and Human Services (DHHS) 

Inspector General, the Comptroller General, Department of Justice 
(DOJ), DMHC, or their designees. 

 
b) At all reasonable times at Provider's place of business or at such other 

mutually agreeable location in California. 
 
c) In a form maintained in accordance with the general standards 

applicable to such book or record keeping. 
 
d) For a term of at least ten (10) years from the final date of the Agreement 

period or from the date of completion of any audit, whichever is later. 
 
e) Including all Encounter Data, as applicable, for a period of at least 10 

years.  
 

f) If DHCS, CMS, or the DHHS Inspector General determines there is a 
reasonable possibility of fraud or similar risk, DHCS, CMS, or the DHHS 
Inspector General may inspect, evaluate, and audit Provider at any time.  

 
g) Upon resolution of a full investigation of fraud, DHCS reserves the right 

to suspend or terminate Provider from participation in the Medi-Cal 
program; seek recovery of payments made to Provider; impose other 
sanctions provided under the State Plan, and direct Health Plan to 
terminate the Agreement due to fraud. 

 
(42 C.F.R. § 438.3(h); 22 C.C.R. § 53250(e)(1); Exhibit A, Attachment 6, 
Provision 14.B.8 of the Medi-Cal Agreement) 
 
 

7. Policies and Procedures. Provider shall implement and maintain policies and procedures that 
are designed to detect and prevent fraud, waste, and abuse. (DHCS All Plan Letter 17-004) 
 

8. Provider Subcontracts.  Provider agrees to maintain and make available to DHCS, upon 
request, copies of all subcontracts and to ensure that all subcontracts are in writing and 
require that the subcontractor: 

 
a) Make all premises, facilities, equipment, applicable books, records, 

contracts, computer, or other electronic systems related to the 
Agreement , available at all reasonable times for audit, inspection, 
examination, or copying by DHCS, CMS, or the DHHS Inspector 
General, the Comptroller General, DOJ, and DMHC, or their designees. 
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b) Retain all records and documents for a minimum of ten (10) years from 
the final date of the Agreement period or from the date of completion of 
any audit, whichever is later. 

 
(22 C.C.R. § 53250(e)(3); Exhibit A, Attachment 6, Provision 14.B.10 of the Medi-Cal 
Agreement) 

 
 

9. Transfer of Care.  In the event the Medi-Cal Agreement between Health Plan and DHCS is 
terminated, Provider shall assist Health Plan in the orderly transfer of Members and medical care, 
as required by the Medi-Cal Agreement; including but not limited to, making available to DHCS 
copies of medical records, patient files, and any other pertinent information, necessary for 
efficient case management of Members.  Provider further agrees to assist Health Plan in the 
orderly transfer of care in the event the contract between Provider and a subcontractor is 
terminated. (Exhibit A, Attachment 6, Provisions 14.B.11 and 14.B.12 of the Medi-Cal 
Agreement) 
 

10. Notice to DHCS.  Health Plan agrees to notify DHCS on behalf of Provider and Health Plan in 
the event this Agreement is amended or terminated.  Notice is considered given when properly 
addressed and deposited in the U.S. Postal Service as first-class registered mail, postage 
attached. (22 C.C.R. § 53250(e)(4); Exhibit A, Attachment 6, Provision 14.B.13 of the Medi-Cal 
Agreement) 
 

11. Assignment and Delegation.  Provider agrees that assignment or delegation of this Agreement 
is void unless prior written approval is obtained from DHCS in those instances where prior 
approval by DHCS is required. (22 C.C.R. § 53250(e)(5); Exhibit A, Attachment 6, Provision 
14.B.14 of the Medi-Cal Agreement) 
 

12. Hold Harmless.  Provider agrees to hold harmless both the State and Members in the event 
Health Plan cannot or will not pay for services performed by Provider pursuant to this Agreement.  
Provider shall further ensure that any subcontracts contain this requirement. (22 C.C.R. § 
53250(e)(6); Exhibit A, Attachment 6, Provision 14.B.15 of the Medi-Cal Agreement) 
 

13. Records Related to Litigation.  Provider agrees to timely gather, preserve, and provide to 
Health Plan and/or DHCS, any records in Provider’s possession, in the form and manner 
specified by DHCS, any information specified by DHCS, subject to any lawful privileges, in 
Provider’s possession relating to threatened or pending litigation by or against DHCS related to 
this Agreement.  Provider agrees to use all reasonable efforts to immediately notify Health Plan 
and DHCS of any subpoenas, document production requests, or requests for records, received 
by Provider related to this Agreement.  Provider shall further ensure that any subcontracts contain 
this requirement. (Exhibit A, Attachment 6, Provision 14.B.16 of the Medi-Cal Agreement) 
 

14. Interpreter Services.  Provider agrees to arrange for the provision of interpreter services for 
Members at all provider sites. (Exhibit A, Attachment 6, Provision 14.B.17 of the Medi-Cal 
Agreement) 
 

15. Provider Grievances.  Provider understands that it has a right to submit a grievance to Health 
Plan, which includes any complaint, dispute, request for consideration, or appeal, in accordance 
with Health Plan’s process to resolve provider grievances.  (Exhibit A, Attachment 6, Provision 
14.B.18 of the Medi-Cal Agreement) 
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16. Quality Improvement System.  Provider agrees to participate and cooperate in Health Plan’s 
Quality Improvement System.  If Health Plan has delegated Quality Improvement activities to 
Provider, the Agreement shall include those provisions stipulated in Exhibit A, Attachment 4, 
Provision 6 (Delegation of Quality Improvement Activities). The Agreement shall include, at 
minimum: 
 

a. Quality improvement responsibilities, and specific delegated functions and activities of the 
Health Plan and Provider. 
 

b. Health Plan’s oversight, monitoring, and evaluation processes and Provider’s agreement 
to such processes. 

 
c. Health Plan’s reporting requirements and approval processes, and Provider’s 

responsibility to report findings and actions taken as a result of the quality improvement 
activities at least quarterly. 

 
d. Health Plan’s actions/remedies if Provider’s obligations are not met. 

 
(Exhibit A, Attachment 6, Provisions 14.B.19 and 14.B.20 of the Medi-Cal Agreement; Exhibit 
A, Attachment 4, provision 6.A of the Medi-Cal Agreement) 
 

17. Revocation of Delegated Activities.  Provider agrees to allow revocation of delegated activities 
or obligations or specify other remedies in instances where DHCS or Health Plan determines 
that the Provider has not performed satisfactorily.  (42 C.F.R. § 438.230(c)(iii); Exhibit A, 
Attachment 6, Provision 14.B.22 of the Medi-Cal Agreement) 
 

18. Data Sharing for Coordination of Care.  If Provider is responsible for the coordination of care 
for Members, Health Plan agrees to share with Provider any utilization data that DHCS has 
provided to Health Plan, and Provider agrees to receive the utilization data provided and use it 
as Provider is able for the purpose of Member care coordination. (42 C.F.R. § 438.208; Exhibit 
A, Attachment 6, Provision 14.B.23 of the Medi-Cal Agreement)  
 

19. Changes to DHCS Contract.  Health Plan agrees to inform Provider of prospective 
requirements added by DHCS to the contract between Health Plan and DHCS before the 
requirement would be effective, and Provider agrees to comply with the new requirements 
within thirty (30) days of the effective date, unless otherwise instructed by DHCS and to the 
extent possible. (Exhibit A, Attachment 6, Provision 14.B.24 of the Medi-Cal Agreement) 
 

20. Disclosure Statement .  Provider understands that DHCS mandates specified information 
regarding ownership and control interests to be disclosed due to Provider’s relationship to 
Health Plan.  Provider shall complete the Disclosure Statement in compliance with DHCS 
requirements. (42 C.F.R. § 455.104; DHCS All Plan Letter 17-004) 
 

21. Recovery from Other Sources.  Provider shall not attempt recovery in circumstances 
involving casualty insurance, tort liability or workers’ compensation.  Provider shall report to 
the Health Plan and DHCS within ten (10) days after discovery of any circumstances which 
may result in casualty insurance payments, tort liability payments, or workers’ compensation 
award. (Exhibit E, Attachment 2, Provision 24 of the Medi-Cal Agreement) 
 

22. Provider Data.  If applicable, Provider shall submit to Health Plan complete, accurate, 
reasonable, and timely provider data needed (and requested) by Health Plan in order to meet its 
provider data reporting requirements to DHCS.  Such provider data may include, but not be 
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limited to, claims and payment data, health care services delivery Encounter Data, and network 
information as may be required by the Medi-Cal Agreement.  (Exhibit A, Attachment 3, 
Provision 1 of the Medi-Cal Agreement; DHCS All Plan Letter 16-019) 
 

23. Encounter Data.  If applicable, Provider shall submit to Health Plan complete, accurate, 
reasonable, and timely Encounter Data needed by Health Plan in order for Health Plan to meet its 
encounter data reporting requirements to DHCS.  (Exhibit A, Attachment 3, Provisions 2.C and 
2.G of the Medi-Cal Agreement; DHCS All Plan Letter 14-019) 
 

24. Prohibition of Balance Billing.  Provider shall not collect reimbursement or balance bill a Medi-
Cal member for the provision of covered services.  (Exhibit A, Attachment 8, Provision 6 of the 
Medi-Cal Agreement) 
 

25. Provider Training.  Health Plan shall provide, and Provider shall participate in, cultural 
competency, sensitivity and diversity training.  (Exhibit A, Attachment 9, Provision 13.E of the 
Medi-Cal Agreement) 
 

26. Protected Health Information (PHI).  As a condition of obtaining access to records 
utilized/maintained by Health Plan for the Medi-Cal Program, Provider agrees not to divulge 
any information obtained in the course of performing services under this Agreement to 
unauthorized persons.  Provider further agrees not to publish or otherwise make public any 
information regarding persons receiving Medi-Cal services, which would identify or make 
identifiable such persons.  Provider acknowledges receipt of a copy of Exhibit G of the Medi-
Cal Agreement, and agrees to the applicable restrictions and conditions therein with respect to 
such PHI.  (Exhibit G, Provision III.E.1 of the Medi-Cal Agreement) 
 

27. Cultural & Linguistic Services.   Provider agrees to cooperate with Health Plan’s language 
assistance program developed under California Health and Safety Code Section 1367.04 and 
Title 28 CCR Section 1300.67.04. 

  



   
 

 
SFHP - SF Dept Disability and Aging Services (ECM)        Page 38 of 43 
Effective 7/1/2023 

 
EXHIBIT C 

 
SAN FRANCISCO HEALTH PLAN 

HIPAA PRIVACY AND SECURITY BUSINESS 
ASSOCIATE AGREEMENT 

 
This Business Associate Agreement, effective as of July 1, 2023 (the “Effective Date”) is made 

by and between San Francisco Health Authority doing business as San Francisco Health Plan 
(“Health Plan”) and the City and County of San Francisco acting by and through the San Francisco 
Department of Disability and Aging Services (“Contractor”), with reference to the following: 
 
A. Health Plan and Provider are parties to the Enhanced Care Management Fee For Service 

Provider Agreement (the “Agreement”) (executed or to be executed) pursuant to which Provider 
provides or will provide a service to, or performs a function on behalf of, Health Plan and, in 
connection therewith, uses, discloses or has access to Protected Health Information (“PHI”), which 
includes Electronic Protected Health Information (“EPHI”), that is subject to protection under the 
Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), the American Recovery and 
Reinvestment Act of 2009 (“ARRA”), the Health Information Technology for Economic and Clinical 
Health (“HITECH”), certain privacy and security regulations found at 45 CFR Parts 160 and 164 
(“HIPAA Regulations”), and California Civil Code Section 56.107;  

B. In preparation for the Agreement, the Parties have found it necessary to exchange data, including 
PHI, in electronic transactions; 

C. Health Plan is a Covered Entity as that term is defined in the HIPAA Regulations.  Provider, 
creates, receives or has access to PHI and/or EPHI from or on behalf of Health Plan and is, 
therefore, a Business Associate, as defined in the HIPAA Regulations; 

D. Upon full execution of the Agreement, the Parties agree that this Business Associate Agreement 
shall be inserted as “Exhibit C” to the Agreement, and shall cover the preparatory phases of the 
Agreement, as well as the continued use, disclosure, and/or access of Health Plan PHI by 
Provider, as further detailed in the Agreement and this Business Associate Agreement; 

E. Pursuant to the HIPAA Regulations, Provider, as a Business Associate of Health Plan, must agree 
in writing to certain mandatory provisions regarding the safeguarding, use and disclosure of PHI; 
and  

F. The purpose of this Business Associate Agreement is to satisfy the Business Associate contract 
requirements as set forth at § 164.314(a) and § 164.504(e) of the HIPAA Regulations, as they 
may be amended from time-to-time.   

NOW, THEREFORE, in consideration of the mutual promises and covenants contained herein, the 
parties agree as follows: 
 
1. Definitions.  Unless otherwise provided in this Business Associate Agreement, capitalized terms 

have the same meaning as set forth in the HIPAA Regulations.  PHI, unless otherwise specifically 
stated, shall include both PHI and EPHI. 

 
2. Scope of Use and Disclosure of PHI.  Except as otherwise limited in this Business Associate 

Agreement:  
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a. Provider shall use and disclose PHI solely to provide the services, or perform the functions, 
described in the Agreement, provided that such use or disclosure would not violate the HIPAA 
Regulations if so used or disclosed by Health Plan. 

b. Provider may use or disclose PHI for the proper management and administration of Provider 
or to provide Data Aggregation services to Health Plan, provided that such use or disclosure is 
required by law, or Provider obtains reasonable assurances from the person to whom the 
information is disclosed that the information will remain confidential and used or further 
disclosed only as required by law or for the purposes for which it was disclosed to the person, 
and the person notifies Provider of any instances of which it is aware in which the 
confidentiality of the information has been breached.  When using or disclosing PHI, Provider 
shall limit PHI to a limited data set as defined at 45 CFR 164.514(3)(2) and to the minimum 
data necessary to accomplish the intended purpose of using or disclosing the PHI. 

 
3. Obligations of Provider.  Provider shall:  

a. Not use or disclose PHI other than as permitted or required by the Agreement or as Required 
by Law.  As required by §164.502(b) of the HIPAA Regulations, when using or disclosing PHI, 
or requesting PHI from Health Plan, Provider shall make reasonable efforts to limit the PHI to 
the minimum necessary to accomplish the intended purpose of the use, disclosure or request  

b. Use reasonable and appropriate safeguards, and comply with Subpart C of 45 CFR Part 164 
to prevent use or disclosure of the PHI other than as provided for by this Business Associate 
Agreement. Provider further acknowledges that it is subject to the requirements of 45 CFR 
164.308, 164.310, 164.312, and 164.316 to the same extent such requirements are applicable. 

c. Mitigate, to the extent practicable, any harmful effect that is known to Provider of a use or 
disclosure of PHI by Provider in violation of the requirements of this Business Associate 
Agreement.  

1. With respect to PHI in computerized form (EPHI) involving Medi-Cal beneficiaries, 
report to Health Plan any breach or Security Incident of which Provider becomes 
aware, within 24 hours of discovery of the Incident, including after hours, weekends, 
and holidays. 

d. With respect to breaches or security incidents that impact non-Medi-Cal beneficiaries, Provider 
agrees to notify Health Plan of any Breach of Unsecured PHI in accordance with 45 CFR 
164.410. Such notification shall be made in as expeditious a manner as possible and in no 
event later than 30 calendar days after discovery. 

e. Report to Health Plan uses or disclosures of the PHI not provided for by this Business 
Associate Agreement of which Provider becomes aware, which do not meet the low probability 
requirement that demonstrates that there is a low probability that the protected health 
information has been compromised.   

1. To demonstrate that there is in fact a “low probability” that PHI has been compromised, 
the BA must perform a risk assessment of at least the following factors: 
• The nature and extent of the PHI involved, including the types of identifiers and the 

likelihood of re-identification. 
• The unauthorized person who used the PHI or to whom the disclosure was made; 
• Whether the PHI was actually acquired or viewed; and 
• The extent to which the risk to PHI has been mitigated. 

2. The BA’s risk assessments shall be thorough and completed in good faith and for the 
conclusions reached to be reasonable.   

3. If an evaluation of the factors fails to demonstrate that there is a low probability that 
PHI has been compromised, breach notification is required.    

f. In accordance with 45 CFR 164.502(e)(1)(ii), require contractors, subcontractors, and/or 
agents to whom Provider provides PHI created or received by Provider on behalf of Health 
Plan to agree to the same restrictions, conditions, and requirements that apply to Provider with 
respect to such PHI under the Agreement.  
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g. If applicable, provide access, at the request of Health Plan, and in the time and manner as 
designated by Health Plan, to PHI in a Designated Record Set, to Health Plan in order to meet 
the requirements under § 164.524 of the HIPAA Regulations. If Health Plan and Provider 
mutually agree, Provider may provide such access directly to Individual, provided that such 
access is provided to the Individual in the time-frames set forth in § 164.524 of the HIPAA 
Regulations.  

h. If applicable, make any amendment(s) to PHI in a Designated Record Set that the Health Plan 
directs or agrees to pursuant to § 164.526 of the HIPAA Regulations at the request of Health 
Plan in the time and manner as designated by the Health Plan  

i. Make internal practices, books, and records, including, but not limited to, policies and 
procedures, relating to the use and disclosure of PHI created or received by Provider on behalf 
of Health Plan available to the Secretary, and to Health Plan, if requested, in a time and 
manner designated by the Secretary, for purposes of the Secretary determining Health Plan’s 
compliance with the HIPAA Regulations.  

j. Maintain for a period of six (6) years an accounting of all disclosures of PHI that are required 
to be maintained under § 164.528 of the HIPAA Regulations.  Such accounting will include at a 
minimum the date of the disclosure, the name and address of the recipient, a description of 
PHI disclosed and the purpose of the disclosure that reasonably informs the Individual of the 
basis for the disclosure.  

k. If applicable, provide to Health Plan in time and manner as directed by Health Plan, 
information collected in accordance with Section 3.k. of this Business Associate Agreement, to 
permit Health Plan to respond to a request by an Individual for an accounting of disclosures of 
PHI in accordance with § 164.528 of the HIPAA Regulations. If Health Plan and Provider 
mutually agree, Provider may provide such accounting directly to Individual, provided that such 
accounting is provided to the Individual in the time-frames set forth in § 164.528 of the HIPAA 
Regulations.  

l. Make reasonable efforts to implement any restriction of the use or disclosure of PHI that 
Health Plan has agreed to under Section 4.c. of this Business Associate Agreement.  

m. With respect to EPHI, implement administrative, physical, and technical safeguards that 
reasonably and appropriately protect the confidentiality, integrity, and availability of the EPHI 
that Provider creates, receives, maintains, or transmits on behalf of Health Plan as required by 
45 CFR Part 164, Subpart C. 

n. With respect to EPHI, ensure that any agent, including a subcontractor, to whom Provider 
provides EPHI, agrees to implement reasonable and appropriate safeguards to protect the 
EPHI. 

o. Provide Health Plan with a complete report of all breaches or security incidents in accordance 
with §164.410 of the HIPAA Regulations.  Provider shall send the completed report to Health 
Plan without unreasonable delay and in no case later than forty-five (45) calendar days after 
Provider’s discovery of the breach.  Such breach report shall include at minimum the following, 
to the extent available to Provider: 

1. The identification of each individual whose unsecured PHI has been, or is 
reasonably believed to have been, accessed, acquired, used, or disclosed 
during the breach. 

2. A brief description of what happened. 
3. A description of the types of unsecured PHI that were involved in the breach 

(e.g., name, social security number, date of birth, CPT, diagnosis, etc.). 
4. Steps the Individuals should take to protect themselves from harm resulting 

from the breach. 
5. A description of what is being done to investigate the Breach, to mitigate harm 

to Individuals, and to protect against further Breaches. 
6. Contact information for Individuals to obtain additional information. 
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p. Reports for Medi-Cal beneficiaries may require additional report elements, which the Health 
Plan will provide to Provider.  Provider shall work with Health Plan to comply with the reporting 
requirements of the Medi-Cal program. 

q. Provider shall also comply with all the requirements of a Business Associate under the 
HITECH Act and the requirements of 45 CFR Sections 164.308, 164.310, 164.312 and 
164.316.  The written policies and procedures and documentation required by 45 CFR Section 
164.316 shall be made available to Health Plan, upon Health Plan’s request.  The additional 
requirements of the HITECH Act that relate to privacy and security and that are made 
applicable with respect to covered entities shall also be applicable to Business Associate and 
shall be and by this reference hereby are incorporated into this Business Associate 
Agreement. 

r. Provider agrees that it is subject to and will abide by the restrictions and conditions contained 
in Exhibit G of Client’s contract with DHCS, to which Provider confirms receipt. 

s. Provider understands that under some circumstances Health Plan may be the Business 
Associate of other entities whose PHI may be in the possession of Health Plan, and that such 
PHI of other entities could be disclosed by Health Plan in connection with the Agreement. To 
the extent that any PHI of other entities is disclosed to Provider, and to the extent that Health 
Plan serves as a Business Associate of such other entities, Provider agrees to the Business 
Associate restrictions and requirements of any separate Business Associate agreement that 
Health Plan may have with such other entities concerning the PHI in question. 

4. Obligations of Health Plan.  Health Plan shall:  
a. Provide Provider with the notice of privacy practices that Health Plan furnishes to Individuals in 

accordance with § 164.520 of the HIPAA Regulations.  
b. Promptly notify Provider of any changes in, or revocation of, permission by Individual to use or 

disclose PHI, to the extent that such changes may affect Provider's use or disclosure of PHI.  
c. Promptly notify Provider of any restriction to the use or disclosure of PHI that Health Plan has 

agreed to in accordance with § 164.522 of the HIPAA Regulations, to the extent that such 
restriction may affect Provider's use or disclosure of PHI. 

d. Not request Provider to use or disclose PHI in any manner that would not be permissible under 
the HIPAA Regulations if so used or disclosed by Health Plan, unless such use or disclosure is 
necessary for the purposes of Data Aggregation or management and administrative activities 
of Provider under the Agreement. 

 
5. Termination for Breach. Upon Health Plan’s knowledge of a material breach of the terms of this 

Business Associate Agreement by Provider, Health Plan shall, in accordance with the notification 
requirement and cure period set forth in the Agreement, terminate such Agreement. 

 
6. Future Confidentiality of PHI.  Upon the expiration or earlier termination of the Agreement, for any 

reason, Provider shall return or destroy all PHI received from Health Plan, or created or received 
by Provider on behalf of Health Plan, and provide written certification that Provider retains no 
copies of such PHI; provided that Provider shall provide to Health Plan notification of any 
conditions that Provider believes make the return or destruction of PHI infeasible.  If Health Plan 
agrees that return or destruction of PHI is infeasible, Provider shall extend the protections of this 
Business Associate Agreement to such PHI and limit further uses and disclosures of such PHI to 
those purposes that make the return or destruction infeasible, for so long as Provider maintains 
such PHI.  
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7. Amendment. The parties agree to take such action to amend this Business Associate Agreement 
from time-to-time as is necessary for Health Plan to comply with the requirements of HIPAA and 
the HIPAA Regulations.  

 
8. Survival. The respective rights and obligations of Provider under Section 6 of this Business 

Associate Agreement shall survive the termination of the Agreement.  
 
9. Interpretation. Any ambiguity in this Business Associate Agreement shall be resolved to permit 

Health Plan to comply with the HIPAA Regulations. 
 
10. Conflict of Terms.  Whenever the terms of this Business Associate Agreement and the Agreement 

(or any attachments thereto) are in conflict, the terms of this Business Associate Agreement shall 
control. 

 
11. Other Terms Remain in Force.  Except as expressly modified by the terms of this Business 

Associate Agreement, all of the terms and conditions set forth in the Agreement shall remain in full 
force and effect. 

 
12. Indemnification.  Provider agrees to defend, indemnify and hold Health Plan harmless from and 

against any and all claims, losses, liabilities or expenses (including without limitation attorneys' 
fees and any fines, penalties, or other such applicable costs) which may arise, in whole or in part, 
out of a breach or violation by Provider of its obligations under this Agreement or applicable law. 

 
13. Provider agrees that Health Plan shall be entitled, without waiving any additional rights or 

remedies otherwise available to Health Plan at law or in equity or by statute, to injunctive and 
other equitable relief in the event of a breach or intended or threatened breach by Provider of any 
of Provider's covenants set forth herein.  In the event such equitable relief is sought in connection 
herewith, Provider agrees to waive any requirement for the securing or posting of any bond in 
connection with such remedy.   

 
14. Disclaimer.  Health Plan makes no warranty or representation that compliance by Provider with 

this Agreement is satisfactory for Provider to comply with any obligations it may have under the 
HIPAA Regulations or any other applicable law or regulation pertaining to the confidentiality, use 
or safeguarding of health information.  Provider is solely responsible for all decisions it makes 
regarding the use, disclosure or safeguarding of PHI. 

 
15. Encryption.  Electronic PHI transmitted or otherwise transferred between the parties must be 

encrypted by a process that renders the Electronic PHI unusable, unreadable, or indecipherable to 
unauthorized individuals within the meaning of §13402 of the HITECH Act and any implementing 
guidance, including but not limited to 45 C.F.R. § 164.402. 

 
16. Effective Date.  This Business Associate Agreement shall be effective on the Effective Date, as 

defined in the introductory paragraph herein. 
 

 
[Remainder of Page Intentionally Left Blank] 
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IN WITNESS WHEREOF, the parties have executed this Business Associate Agreement as of the 
date(s) set forth below. 
 
Executed at San Francisco, CA 
 
CITY AND COUNTY OF SAN FRANCISCO,  
THROUGH ITS SAN FRANCISCO  
DEPARTMENT OF DISABILITY AND  
AGING SERVICES SAN FRANCISCO HEALTH PLAN 
 
 
By:       By: 
 
Printed:      Printed: 
 
Title:       Title: 
 
Date:       Date: 
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